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PROPOSED ANTI-SPAM LEGISLATION MODEL IN
SINGAPORE: ARE WE LOSING THE WAR BEFORE EVEN
STARTING THE BATTLE?
Unsolicited messages have grown into an intractable parasite
on the underbelly of an otherwise effectual and vibrant
electronic communications regime. There has been a sudden
surge in the enactment of anti-sparn laws globally within the
last couple of years. On 25 May 2004, the Infocomm
Development Authority of Singapore and the Attorney-
General's Chambers of Singapore jointly released a
Consultation Paper on a Proposed Legislative Framework for
the Control of E-mail Spain in Singapore. It is timely to
consider the proposed anti-spain legislation model for
Singapore in the light of such existing laws in other countries
and their levels of effectiveness since their enactment in their
respective jurisdictions. This article critically evaluates the
suggested solutions contained in the Proposed Legislative
Framework and makes some recommendations for changes to
the model in order to render it a more powerful instrument to
fight the problem.
Warren B CHIK
LLB (Hons) (National University of Singapore), LLM (IBL) (University
College London), LLM (ICL) (Tulane University);
Advocate & Solicitor (Singapore), Solicitor (England & Wales), Attorney &
Counsellor at Law (New York);
Assistant Professor of Law, Singapore Management University.
I. Preamble
1 Sender: UPIN20MINS4, Subject: MUL TI ORG ASM; Sender:
MORTGAGEMAN4, Subject: Rates as good as 2.9%; Sender: Gilberto
Kramer, Subject: RE: Account 5322E; Sender: warrenchik@smu.edu.sg,
Subject: IT Support. Those were some of the electronic mail messages
that appeared in my e-mail inbox in one morning. They are all examples
of what we have come to recognise as "spam", even the last message which
ostensibly originated from this writer.1 Spam can sometimes be easily
1 In the case of the last message, it was a returned "Undeliverable" message sent to me
by the "System Administrator". However, the message was not sent by me to begin
with. I was a victim of what is known as "spoofing", that is, I was not the recipient of
spam e-mail, but rather, my e-mail address was used without my knowledge or
consent to send spam to others. The problem probably originated from a computer
user who had my e-mail address in his or her infected computer. This virus uses the
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identified, such as by their generic headings and subject matter; but they
may also be deliberately deceptive, particularly if they are sent from a
legitimate e-mail address hijacked for the purposes of spamming. On
25 May 2004, the Infocomm Development Authority of Singapore
("IDA") and the Attorney- General's Chambers of Singapore ("AGC")
jointly released a Consultation Paper on a Proposed Legislative
Framework for the Control of E-mail Spam in Singapore ("the
Consultation Paper"). Meanwhile, since 2002, a spate of anti-spam
legislation was also released in many other countries. There are now more
statistics on the global legislative trends as well as on how they have fared
in combating spam. As it has been more than a year since the
Consultation Paper has been issued, and a Spam Bill is expected to be
introduced in Parliament soon, it is timely to revisit the Consultation
Paper and to consider which of its proposals should be adopted as well as
where changes should be made in order to make Singapore's anti-spam
legislation an effective one. In this paper, I will provide an overview of
global anti-spam laws as a backdrop to the evaluation of the proposed
model of anti-spain legislation in Singapore. I will then assess and analyse
the effectiveness of the proposals in the Consultation Paper, taking into
consideration Singapore's aim to be an information technology and
commercial hub. Finally, I will suggest what more should be done in
order to truly deal with the worldwide problem effectively on the global
scale.
II. Introduction: A short etymology of spam
2 The use of the term "spare" in relation to unsolicited e-mail
messages is credited to a Monty Python sketch, set in a caf6 where
everything on the menu includes the infamous Spam luncheon meat
spoofing technique, by which the worm randomly selects an address it finds on an
infected computer. The worm uses this address as the decoy "Sender" to perform its
mass-mailing routine. Numerous cases have been reported in which users of
uninfected computers received complaints that they sent an infected message to
another individual. For example, Mary is using a computer infected with this virus.
She is neither using an anti-virus program nor has current virus definitions. When
this virus performs its e-mail routine, it finds Peter's e-mail address. The worm
inserts Peter's e-mail address into the "From" portion of an infected message, which
it then sends to Gary. Gary calls Peter complaining that he had received an infected
message from Peter. However, when Peter scans his computer, his anti-virus
program does not find anything, because his computer is not the one that is infected.
See also Stephanie Austria, "Forgery in Cyberspace: The Spoof Could Be on You!"
(2004) 5 PGH J Tech L & Pol'y 2.
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produced by the Hormel Foods Corporation. By analogy, it describes
spam as something that is voluminous, difficult to avoid and which
overwhelms other information.'
3 In the early days of its existence, spam was synonymous with
uninvited solicitations sent through e-mail. Since then, the definition of
the term has expanded to cover unrequested communications sent
through various new information delivery methods due to advances in
technology. Today, the general definition of spam is: "[The use of any]
electronic communications medium to send unsolicited messages in bulk,
indiscriminately - unlike sending to a selected group in normal
marketing".4 As stated, although the most common form of spam is still
the delivery and receipt of unsolicited messages through e-mail (usually,
but not necessary confined to commercial advertisements), there are now
other avenues for spam to perpetuate and multiply. These include other
electronic communications mediums such as the Short Messaging System
("SMS"), the Multi-Media Messaging Service ("MMS"), Instant
Messaging ("IM"), online newsgroups and Internet telephony. In fact, it
has even mutated with other forms of electronic communications
mediums or information delivery systems into a second generation of
mischief, for example, spam targeting search engines like "spamdexing",
"blog, wiki or guestbook spam" and "referer spam"
4 In the next part of this paper, I will introduce and compare the
existing anti-spam legislation in the world today, particularly those from
the US, the European Union ("EU"), the Commonwealth and Asia, and
the approaches they have taken to tackle the problem. I will then consider
the Consultation Paper produced in 2004 jointly by the IDA and the
2 In the sketch, while a customer plaintively asks for some kind of food without spain
in it, the server reiterates the spain-filled menu ad nauseum. The sketch characterises
the nature of e-mail spain as we know it to be - volumes of messages sent in such a
way as to obscure requested messages or to drown out normal discourse.
Incidentally, the Hormel Foods Corporation does not object to the use of the word,
which they invented in 1937 for their ham-in-a-can product, to describe unsolicited
messages provided that it is used in lower-case letters. Their corporate statement on
this is available at <http://www.spam.com/ci/ci-in.htm> (accessed 22 June 2005).
3 For a good general exposition of the ills of spam, see Eric Goldman, "Where's the
Beef? Dissecting Spam's Purported Harms" (2003) 22 J Marshall I Computer &
Info L 13.
4 See "Spain (electronic)" under Wikipedia.org. See also, The American Heritage
Dictionary of the English Language (Houghton Mifflin Company, 4th Ed, 2000).
"Spain" is also defined in the American Heritage Dictionary as either "[t]o send
unsolicited e-mail" or "[t]o send (a message) indiscriminately to multiple mailing
lists, individuals, or newsgroups".
5 Id at n 5, for more detailed explanation of these forms of spam.
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AGC, in the light of the experiences in the countries or regions that have
already enacted anti-spam laws. Last but not least, I will explain why and
how, due to the nature of modern information and communications
technology that have made spamming techniques more sophisticated and
activities borderless, international legal and non-legal co-operation must
be achieved in order to eliminate safe havens for spammers and for the
fight to curtail spain to truly succeed.
III. Comparative study of global anti-spam legislation
A. The United States
"CAN-SPAM is little more than an instructional guide
for how to keep pumping out millions of emails per
hour while avoiding legal liability."
Ray Everett-Church
ePrivacy Group
(1) Federal law
5 The Controlling the Assault of Non-Solicited Pornography and
Marketing Bill (CAN-SPAM Bill) was introduced to the US Senate by
Senators Conrad R Burns and Ron Wyden in April 2003.6 The final
version of the legislation was approved by the Senate in November 2003
and by the US House of Representatives in December 2003. The CAN-
SPAM Act of 2003 was signed into law by President George W Bush on
16 December 2003.' It took effect on 1 January 2004.8
6 It was introduced with minor changes from the previous year's version, S 630 (2002).
Two other bills (S 1231 and S 1293) were subsequently merged into the CAN-SPAM
Bill.
7 The text and legislative history of the CAN-SPAM Act as well as other useful
information on it are available on the Library of Congress website that provides US
legislative information on the Internet. It is available at <http://thomas.loc.gov/cgi-
bin/bdquery/z?d108:s.877> (accessed 22 June 2005). For a brief introduction to the
Act and its features, see also, Cindy Burnes, "Spam - Controlling the Assault of Non-
solicited Pornography and Marketing Act 2003" (Privacy & Data Protection Ltd,
2004) PDP 4.3(10).
8 It is to be noted that the CAN-SPAM Act is not the only legislative initiative taken to
combat spam. There is also a series of un-enacted bills wending their way through
various stages of the US legislative process. See the "Spam Laws" website maintained
by David E Sorkin, available at <http://www.spamlaws.com>. See in particular the
following link: <http://www.spamlaws.com/federal/summ108.shtml#s877>
(accessed 22 June 2005).
Singapore Academy of Law Journal (2005)
6 In short, the Federal Act requires "unsolicited commercial e-mail
messages" to be labelled, although it is not required to be in any specific
form, and to include opt-out instructions that shall include the sender's
real and valid physical postal address.9 It prohibits the use of deceptive
subject lines and false headers and criminalises some other activities.
Furthermore, the Federal Trade Commission ("FTC") is authorised to
establish a "do not e-mail" registry. However, the Act does not totally ban
spamming activities; but rather, it takes a regulatory approach to the
problem.0
7 The Act has been criticised as ineffective by academics and
experts who argue that it "under-protects" and in fact endorses and
legitimises spamming." For example, they point to the fact that because
9 Contrast this with some State legislation which preferred the opt-in regime (eg
Virginia, Delaware and California). It is unlikely that the CAN-SPAM Act will have
any effect on spare originating from other countries. Ironically by adopting the opt-
out system, it may have the dubious honour of both encouraging spain from within
the US from spammers who can accept working under the regulations in the Act,
and encouraging those spammers who prefer a "freer market" for spamming to
relocate overseas where there is little to no regulation. All these will only contribute
to a greater volume of spare received by Americans, one of the countries that
statistically have the most number of computer users with Internet access.
10 For a more detailed overview of the general features of the Act, see Erin Elizabeth
Marks, "Spammers Clog In-boxes Everywhere: Will the CAN-Spain Act of 2003 Halt
the Invasion?" (2004) 54 Case W Res 943 at 949-951 and Jacquelyn Trussell, "Is the
CAN-SPAM Act the Answer to the Growing Problem of Spain?" (2004) 16 Loy
Consumer L Rev 175. The former writer suggests that junk fax law (ie, the Telephone
Consumer Protection Act of 1991 ("TCPA")) be used as a model for further anti-
spare legislation, particularly for three of its features; namely, a blanket prohibition
of the transmission of unsolicited messages (ie, the opt-in method), providing
individuals with a private right of action and reversing the pre-emption of State anti-
spare laws so as to allow State autonomy if the State decides to apply more restrictive
laws. Id at 958-963.
11 See, eg, Adam Mossoff, "Span - Oy, What a Nuisance" (2004) 19 Berkeley Tech LJ
625 at 634-640; Daniel L Mayer "Attacking A Windmill: Why the CAN-SPAM Act is
a Futile Waste of Time and Money" by (2004) 31 J Legis 177; Thomas K Ledbetter,
"Stopping Unsolicited Commercial E-Mail: Why the Can-Spaii Act is Not the
Solution to Stop Spain" (2004) 34 Sw U L Rev 107; Sameh I Mobarek, "The CAN-
SPAM Act of 2003: Was Congress Actually Trying to Solve the Problem or Add to
it?" (2004) 16 Loy Consumer L Rev 247; Jeffrey D Sullivan & Michael B de Leeuw,
"Spain After CAN-SPAM: How Inconsistent Thinking Has Made a Hash Out of
Unsolicited Commercial E-Mail Policy" (2004) 20 Santa Clara Computer & High
Tech Q 887; Matthew E Shames, "Congress Opts Out of Canning Spain" (2004)
66 U Pitt L Rev 385 and Erin Elizabeth Marks, supra n 10, at 952-956. The latter
writer, for example, argued that "the CAN-SPAM Act fails to curtail the invasion of
privacy imposed by spain, burdens individuals with the option to refuse messages on
a piecemeal basis, lacks adequate enforcement mechanisms, shortsightedly preempts
state law, and delays the implementation of an internationally harmonized law". Id
at 962. However, for a more positive outlook, see Grant A Yang, "CAN-SPAM: A
First Step to No-Spain" (2004) 4 Chi-Kent J Intell Prop 1. The writer states that the
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of its enactment, State laws that require labels on unsolicited commercial
e-mail messages or entirely prohibit such messages are pre-empted. 12
However, it is to be noted that other provisions such as those that address
false, misleading or deceptive messages, the use of private enforcement
mechanisms and those that are not specific to e-mails, are not pre-
empted and still operate at State level."3
(2) State law'4
8 As of 20 April 2005, 38 States have enacted anti-spain
legislation." It is interesting that individual States continue to enact their
own legislation after the CAN-SPAM Act has taken effect. It may be an
indication that those States consider the Federal Act to be ineffective or
inadequate to defeat the problem alone. It is certainly not a vote of
confidence in the system put in place by the Federal Act. Whatever the
case is, State laws can only complement the Federal laws, where they are
not pre-empted, and they are as diverse as the individual States.
CAN-SPAM Act should be looked upon as only a step on a flight of stairs to combat
spare, and noted that the US Congress recognises that the CAN-SPAM is imperfect;
hence under §10, the Federal Trade Commission is required to submit a report on
the effectiveness of Act within two years of it coming into force, presumably with a
view to further improvements to the system.
12 On the other hand, at least it does provide some form of uniformity and also applies
to States that have not even enacted any anti-spain legislation or those that have
enacted softer, anti-sparn laws. For an overview and comparison of Federal and State
legislation, see Jordan M Blanke, "Canned Spain: New State and Federal Legislation
Attempts to Put a Lid On It" (2004) 7 Comp L Rev & Tech J 305.
13 See, eg, White Buffalo Ventures, LLC v Univ of Texas, No A-03-CA-296-SS, 2004 US
Dist LEXIS 19152, at pp 5-15 (WD Tex 22 March 2004), affirmed by US Court of
Appeal for the Fifth Circuit (420 F 3d 366 (2005)). For more details on the extent of
pre-emption, see Roger Allan Ford, "Preemption of State Spam Laws by the Federal
CAN-SPAM Act" (2005) 72 U Chi L Rev 355. See also, Matthew B Prince & Patrick
A Shea, "After Can-Spam, How States Can Stay Relevant in the Fight Against
Unwanted Messages How a Children's Protection Registry Can be Effective, and is
not Preempted, under the New Federal Anti-Spam Law" (2003) 22 J Marshall J
Computer & Info L 29.
14 A comprehensive index of all current State anti-spam legislation (with hyperlinks to
the text of the Acts and Bills) can be found at the National Conference of State
Legislatures website, available at <http://www.ncsl.org/programs/lis/legislation/
spamlaws02.htm> (for the list of Acts) and <http://www.ncsl.org/programs/lis/
legislation/spam04.htm> (for the list of Bills) (accessed 22 June 2005). See also,
David E Sorkin, "Spam Legislation in the United States" (2003) 22 1 Marshall
I Computer & Info L 3 and Arminda B Bepko, "A State-By-State Comparison of
Spam Laws" (2004) 13 Media L & Pol'y 20.
15 See the "Spam Laws" website maintained by David E Sorkin, available at
<http://www.spamlaws.com>, and in particular the following link:
<http://www.spamlaws.com/state/index.shtml> (accessed 22 June 2005). The latest
addition to the catalogue is the interestingly named Georgia Slam Spam E-mail Act,
enacted in April 2005.
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9 Most States have enacted anti-spam legislation to regulate the
sending of unsolicited commercial e-mails in one of main two ways.
Some require recipients to opt-in to such messages before they may be
sent, while others allow them to be sent until recipients opt out using the
opt-out information and procedure that the senders must make available.
Most also specifically prohibit the use of false or missing routing
information and other offences relating to the sending of such messages.
They also have labelling requirements so that recipients of such messages
can distinguish spam from personal e-mails and will also have an idea as
to their contents even before opening the mail.16 The lack of consistency
is, however, regrettable. Even more regrettable is the fact that even though
the CAN-SPAM Act also prohibits the use of deceptive subject lines and
false headers and generally requires such messages to be labelled, it does
not require it to be in accordance with any standard form or method.1
Hence, there is a continued lack of uniformity in approach.
10 Even the application of the anti-spam legislation (ie its
prescriptive reach) varies from State to State. 8 For example, some of them
apply only to messages sent from computers or Internet service providers
("ISPs") located within the State while others apply to messages sent to
State residents from outside the State (eg, if the sender has reason to know
that the message is being sent to a State resident). This is unsatisfactory as
spam is a borderless problem and an extremely porous network of
legislation would only serve to allow ingenious spammers to seek out and
take advantage of legal loopholes and to seek out safe havens to mount
their operations. The problem is even worse when we look beyond the US
and consider the inconsistencies between national anti-spam laws
throughout the world as well as the lack of mutual legal assistance and
law enforcement pacts.
16 Eg, the labelling on subject lines, such as "ADV" for advertisements or "ADV:ADLT"
for sexually explicit materials.
17 In fact, even though under §13 the Federal Trade Commission is empowered to issue
regulations to implement the provisions of the CAN-SPAM Act, it explicitly excludes
authorisation to establish a requirement pursuant to §5(a)(5)(A) to "include any
specific words, characters, marks, or labels in a commercial electronic mail message,
or to include the identification required by section 5(a)(5)(A) in any particular part
of such a mail message (such as the subject line or body)".
18 It is also of interest to note that under State common law, private actions have been
brought against spammers on such diverse bases as breach of contract, trademark
dilution, false designation of origin, trespass to chattels, etc. In contrast, the CAN-
SPAM Act does not provide for a private right of action. See Lily Zhang, "The Can-
Spain Act: An Insufficient Response to the Growing Spam Problem" (2005)
20 Berkeley Tech L 301 at 314-316.
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11 Perhaps the reason for the North American approach is not so
surprising if we look at its social, political and legal history, which
jealously guards free speech and commerce (eg it has very stringent
requirements to establish a cause of action in defamation as compared to
most other common law jurisdictions). The US also has a long tradition
of strong industrial lobbyists, which exert strong political influence, due
to the nature of the US system for political elections and appointments.
12 In contrast, the European nations have a strong tradition of
respecting personal privacy that is rooted in Europe's social, political and
legal framework,"0 which is reflected in a set of directives (especially its
Privacy and Data Protection Directives).2 ' It is perhaps not surprising
then that some of its ex-colonies (eg member States of the
Commonwealth League of Nations) would follow in its steps. The verdict
is still not out for Asian countries although from all indications, most
would take a more conservative stance, not least because of the economic
costs of torrential spam, which can attack from within and from abroad.
For example, China has classified some spam as "reactionary"," and now
requires the registration of all China-based websites, showing how it
strongly regulates Internet usage. 2 The only issue is whether they, and in
19 In fact, the constitutionality of State anti-spain laws have been tested in State courts
on the basis of the commerce clause (see Washington v Heckel 24 P 3d 404 (2001) at
406; the First Amendment right to free speech (see Intel Corp v Hamidi 114 Cal
Rptr 2d 244 (2001), review granted (2002 Cal LEXIS 1883 (Cal 27 March 2002)), also
considered in the Tenth Circuit court in Mainstream Mktg Servs v FTC 358 F 3d 1228
(2003) at 1236-37) and personal jurisdiction (see Internet Doorway v Parks 138
F Supp 2d 773 (2001) at 774). They have generally been found to be constitutional
by these courts, although there is no final word from the US Supreme Court on the
issue. See also, Elizabeth A Alongi, "Has the U.S. Canned Spain?" (2001) 46 Ariz L
Rev 263 at 275-284.
20 Spain regulation is often viewed as an aspect of data protection law just as spare is, in
a sense, an invasion of privacy issue. See Siew Kum Hong, "Time for Data Protection
Laws" Today (8 November 2004) at p 3. See also, Erin Elizabeth Marks, supra n 10, at
945-949 under the sub-heading "Spain Invades the Privacy of Individuals".
21 For a more detailed comparative analysis of the US and EU positions, see Taiwo
A Oriola, "Regulating Unsolicited Commercial Electronic Mail in the United States
and the European Union: Challenges and Prospects" (2005) 7 Tul J Tech & Intell
Prop 113.
22 See Adam Mossoff, supra n 11, at 637.
23 See the following press articles: "China Tightens Grip on Web" Associated Press
(8 June 2005) at <http://www.boston.com/business/technology/articles/2005/06/08/
china tightens-grip on web/?rss id-Boston+Globe+-- +Business+News>; "China
to Close Unregistered Websites" CNN Money/Reuters (7 June 2005) at
<http://money.cnn.com/2005/06/07/news/international/china web.reut/index.htm?
section- money-latest> and "China to Close Local Websites if Unregistered" Reuters
(7 June 2005) at <http://news.yahoo.com/news?tmpl-story&u-/nm/20050607/
wr nm/china censorship-dc_3> (accessed 22 June 2005). See also, "China to Fight
Subversive Spam" South China Morning Post (6 February 2004). China may soon
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particular the developing nations, have the infrastructure to enforce their
anti-spam laws, assuming they have the capacity and will to enact them in
the first place.
B. The European Union
"The spare wars are about rendering [electronic messages]
useless for unsolicited advertising before unsolicited
advertising renders [it] useless for communication."
Walter Dnes &J eff Wynn
news. admin. net-abuse. email
13 On 12 July 2002, the European Parliament voted to ban spam by
passing the Directive on Privacy and Electronic Communications ("the
Privacy Directive"). The Privacy Directive prohibits unsolicited
commercial communications sent by e-mail, fax, or automated calling
machines without the prior permission or consent of the user.2 Article 40
states what is required in the treatment of personal data and the
protection of privacy in the electronic communications sector. It states as
follows:
Safeguards should be provided for subscribers against intrusion of their
privacy by unsolicited communications for direct marketing purposes
in particular by means of automated calling machines, telefaxes, and e-
mails, including SMS messages. These forms of unsolicited commercial
communications may on the one hand be relatively easy and cheap to
send and on the other may impose a burden and/or cost on the
recipient. Moreover, in some cases their volume may also cause
difficulties for electronic communications networks and terminal
equipment. For such forms of unsolicited communications for direct
jump on the bandwagon and enact laws against spam particularly as more and more
spare are sent from and received in China.
24 Council Directive 2002/58/EC, 2002 OJ (L 201) 37, available online at <http://
europa.eu.int/eur-lex/pri/en/oj/dat/2002/l 201/1 20120020731enOO370047.pdf>
(accessed 22 June 2005). It entered into force on 31 July 2002. Implementation in
member States was required by 31 October 2003. The Privacy Directive is the final
part of the "Telecommunications Regulatory Package" adopted on 14 February 2002.
An EU Directive is a form of legislation that fixes the objectives which its member
States must pursue and is legally binding as to the results to be achieved, but leaves
the form and method to the decision of each Member State.
25 See Art 17 of the Privacy Directive, which defines user's consent. See also Art 13 on
what is meant by "unsolicited communications". For more on the intricacies of the
opt-in approach taken here, see John Magee, "The Law Regulating Unsolicited
Commercial E-Mail: An International Perspective" (2003) 19 Santa Clara Computer
& High Tech LJ 333 at 370-373.
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marketing, it is justified to require that prior explicit consent of the
recipients is obtained before such communications are addressed to
them.
14 Direct marketing material may only be sent to those that have
given prior consent by opting in to the communication," except in the
case of an existing commercial relationship (eg client-supplier), in which
case the recipient must be offered a free opt-out option." Mail without a
valid return address or with a false identity, address or number is
prohibited.8 Member States may set up a "do-not-call" system or an opt-
out register." They can also make labelling requirements. Individual
users in member States can also sue spammers for breaching any of the
provisions of domestic anti-span legislation.' The rationale for the
Privacy Directive is to give due regard to an Internet user's right to
privacy by installing safeguards against intrusive methods of
communication. The fact is that although the cost of such
communication is minimal to the sender relative to the benefits he or she
gets, it imposes a burden on each recipient, particularly in relation to
time and expense. The member States of the European Union that have
enacted opt-in legislation now include Austria, Belgium, Denmark,
Finland, Germany, Greece, Hungary, Italy, Norway, Poland, Slovenia and
Spain; while France and Sweden are also considering opt-in legislation. 2
15 There are also other EU Directives that, directly or indirectly,
regulate the sending of unsolicited commercial messages. For example,
26 The adoption of the opt-in approach gave good cheer to the European Coalition
Against Unsolicited Commercial Email (EuroCAUCE) that had been heavily
promoting that regime. EuroCAUCE even set out a list of "20 Reasons for Opt-In",
available at <http://www.euro.cauce.org/en/20reasons.html> (accessed 22 June
2005). Moreover, the EuroCAUCE website also contains an "Opt-in Manifesto" and
a brief on "Opt-in vs Opt-out" with statistics to support the opt-in regime and to
debunk the usefulness of the opt-out approach.
27 Art 41 of the Directive. Perhaps this exception can be looked at as also involving
consent, whether implied or imputed.
28 Art 43 of the Directive.
29 Arts 42 and 45 of the Directive.
30 Art 44 of the Directive.
31 Art 15(2) of the Directive, which incorporates Art 22 of the Data Protection
Directive.
32 See the EuroCAUCE website which gives a breakdown of country-by- country
legislation, available at <http://www.euro.cauce.org/en/countries/index.html>
(accessed 22 June 2005).
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the Data Protection Directive, the Distance Selling Directive, the
Telecommunications Directive,3' and the E-commerce Directive. 6
(1) United Kingdom
16 On 11 December 2003, laws implementing the Privacy Directive
were brought into force in the UK through the Privacy and Electronic
Communications (EC Directive) Regulations of 2003." The Regulations
generally prohibit the sending of unsolicited electronic commercial
messages including e-mails and SMS if the recipient has not specifically
opted in to receiving them (eg by ticking or typing into a box or clicking
on an icon)." The only exception is in the case of a pre-existing business-
customer relationship provided certain criteria are met; that is, the sender
has obtained the contact details of the recipient in the course of, or
negotiations for, a sale of a good or service, the communication is made
in relation to similar products and services and the recipient is given a
simple, free and easy means of opting out of receiving future messages at
any time."
33 Council Directive 95/46/EC on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of Such Data, 1995 OJ
(L 281) 31, available at <http://europa.eu.int/comm/internal market/privacy/docs/
95-46-ce/dir1995-46_partlen.pdf> and <http://europa.eu.int/comm/internal-
market/privacy/docs/95-46-ce/dir1995-46_part2_en.pdf> (accessed 22 June 2005).
34 Council Directive 97/7/EC on the Protection of Consumers in Respect of Distance
Contracts, 1997 0J (L 144) 19, available at <http://europa.eu.int/comm/consumers/
policy/developments/dist sell/distO 1 en.pdf> (accessed 22 June 2005).
35 Council Directive 97/66/EC of 15 December 1997 Concerning the Processing of
Personal Data and the Protection of Privacy in the Telecommunications Sector, 1998
OJ (L 24) 1.
36 Council Directive 2000/31/EC of 8 June 2000 on Certain Aspects of Information
Society Services, in Particular Electronic Commerce, in the Internal Market, 2000 OJ
(L 178) 1. See in particular Recital 30 and Art 7 (on labelling and no-call registers)
which specifically noted span to be a problem which has to be resolved, portending
future Directives in that regard. See also John Magee, supra n 25, at 363-370, for a
detailed analysis of the effects of each Directive on spamming activities.
37 SI 2003/2426, available online at <http://www.learnsteps4profit.com/
antispamuk.html> (accessed 22 June 2005). See also <http://www.dti.gov.uk/
industries/ecommunications/directive-on privacy-electronic communications_200
258ec.html> (accessed 22 June 2005).
38 Reg22(2).
39 See Peter J Edlind & David Naylor, "United Kingdom: The United Kingdom Privacy
and Electronic Communications (EC Directive) Regulations 2003" 9 March 2003,
available at <http://www.mondaq.com/article.asp?article-id-24793&most
popular> (accessed 14 June 2005).
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C. The Commonwealth nations
17 Unlike the US which has both Federal and State levels of anti-
spain legislation and the EU with its Council Directives and national
regulations, the treatment of the problem in the Commonwealth
countries is disparate, with some countries having no legislation or any
plans of enacting any, others in various stages of considering, drafting
and adopting legislation and finally those that have already produced and
implemented such laws. The following are the countries that have taken
the most concrete action in this regard.
(1) Australia
18 The Australian government adopted the Spam Act of 2003, which
took effect on 11 April 2004.4' The legislation created an opt-in system
that bans unsolicited commercial electronic messages to be sent,4 unless
the recipients have consented to receiving them or there is an established
business- customer relationship between the sender and the recipient. It
also requires businesses to include information on the individual or
organisation that authorised the sending of the message (ie identify
themselves with accurate names and genuine physical and electronic
addresses) and for such messages to contain a "functional unsubscribe
facility".4 It banned e-mail address-harvesting software and harvested-
address lists from being supplied, acquired or used.4 Finally, it contains
detailed provisions on penalties, court powers and enforcement.44 The
Australian approach to penalties and remedies is followed by the
provision of a civil penalties regime with the ability of the courts to
impose significant pecuniary penalties.
40 Available at <http://scaleplus.law.gov.au/html/pasteact/3/3628/top.htm> (accessed
14 June 2005). There is also a Spam (Consequential Amendments) Act of 2003
No 130 and a set of Spam Regulations of 2004, available at
<http://www.dcita.gov.au/ie/spam-home> (accessed 14 June 2005).
41 Defined under Part 1, ss 5-6 and Sched 1 of the Act. The Act expressly provide for
exclusions from the types of messages caught by its rules, including messages from
government agencies, political parties, religious organisations, charities and
educational institutions (to certain recipients) relating to goods or services supplied
by them.
42 Part 2, ss 15-18 of the Act. Schedule 2 defines "consent".
43 Part 3, ss 19-22 of the Act.
44 Parts 4-7, ss 23-47 of the Act.
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(2) New Zealand
19 In May 2004, the New Zealand government released a discussion
paper entitled "Legislating Against Spam" It was drafted by its
Information Technology and Telecommunications Policy Group
(Resources and Network Branch), which indicated that legislation was
due. It also solicited the views and opinions of the public on the matter.
The government's preference was for the opt-in approach to the sending
of electronic commercial marketing messages.46 New Zealand has since
revealed its plans for an Unsolicited Electronic Messages Bill to be
introduced to Parliament.4
(3) Canada
20 On 11 May 2004, the Canadian government launched an "Anti-
Spam Action Plan" for Canada and announced the creation of a joint-
government-private sector task force to combat spam. A little over a year
later, on 17 May 2005, the Canadian government received the final report
of the task force entitled "Stopping Spam: Creating a Stronger, Safer
Internet".41 Similar to other such reports in Australia and Singapore, for
example, the report sought the views and suggestions of the general
public and recommended a multi-faceted ("multistakeholder toolkit")
approach that includes a variety of recommendations relating to
education, technology, policy as well as law and enforcement
mechanisms. The task force explicitly recommended the enactment of a
new spam-specific legislation and amending existing legislation to
45 Available at <http://www.med.govt.nz/pbt/infotech/spam/discussion/index.html>.
See also, "Canning Spam: Can the Law Save Us?" Chapman Tripp Technology Law
Update, 14July 2004, available at <http://chapmantripp.com/resource-library/
published article.aspid-3381> (accessed 22 June 2005).
46 Para 66 of the discussion paper.
47 See "Minister Unveils Proposed Anti-Spam Law Proposal: Media Statement from
David Cunliffe, Minister for Information Technology" Ministry of Economic
Development, Communications Sector, 23 February 2005, available at
<http://www.med.govt.nz/pbt/infotech/spam/media/minister-20050223.html>
(accessed 22 June 2005). They did so very quickly after releasing a series of Cabinet
Papers on "Legislating Against Unsolicited Electronic Messages Sent for Marketing
and Promotional Purposes" in November 2004. The proposal is for the legislation to
be enacted by the end of 2005 and to take effect from early 2006.
48 See the Canadian government website at "The Digital Economy in Canada",
available at <http://e-com.ic.gc.ca/epic/internet/inecic-ceac.nsf/en/h-gvO0248e.
html> (accessed 22 June 2005). The report is available at <http://e-com.ic.gc.ca/
epic/internet/inecic-ceac.nsf/en/h gv00317e.html> (accessed 22 June 2005).
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prohibit span. 4' Again, the preference is for an opt-in regime amongst
other usual recommendations such as making it an offence to use false or
misleading headers, URLs and websites, to harvest e-mail addresses
without consent and to conduct dictionary attacks."
D. Asia
21 The leading proponents of anti-spain legislation in Asia are Japan
(which is unsurprising given its leadership in technology development,
mature technological industry and hi-tech environment) and South
Korea. Most other countries (particularly the developing nations) have no
plans for legislation although some more economically advanced
jurisdictions and industrialised countries like Singapore and Hong Kong
are in the midst of drafting and passing such laws.
(1) Japan
22 Japan enacted the Law for the Appropriate Transmission of
Specified Electronic Mail, which took effect on 1 July 2002, requiring
senders to inform recipients when an e-mail consists of unsolicited
advertising, and to give instructions on how future advertisements may
be rejected."1 It prohibits sending e-mail to consumers who opt out by
indicating that they do not want to receive such e-mail. It requires
labelling for senders including identifying the message as unsolicited
advertisement ("mishoudaku koukoku") with a special mark, and giving
the sender's genuine physical and e-mail addresses to which a recipient
can indicate that he or she wants to opt out. Users can block any e-mail
designated as spam in the subject line. The legislation also prohibits e-
mail transmissions that utilise any program which generates random
fictitious e-mail addresses, and ISPs are authorised not to provide bulk e-
mail transmission services if the e-mails include random fictitious
addresses. 2 Administrative Orders will be issued by the Minister to
49 See Grant Buckler, "Spam Task Force Calls for Legislative Weapons" business.ca,
(26 May 2005), available at <http://www.itbusiness.ca/index.asp?theaction-61&lid
-1&sid-59095> (accessed 22 June 2005).
50 See paras 1-7 of the "Recommendations" under the "Executive Summary" of the
report. See further, Part 2 of the report.
51 An amendment was also made at the same time to update the old 1976 Specific
Commercial Transactions Law which deals with the specific problem in mail-order
businesses. It similarly contains an opt-out feature and provides for fines and
imprisonment for non-compliance with stop orders.
52 See the slideshow presentation available at <www.itu.int/osg/spu/spam/
presentations/SHIBUYASession 5.pdf> (accessed 22 June 2005).
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uphold the law and fines can be administered for any failure to abide by
such Orders."
(2) South Korea
23 South Korea also adopts an opt-out system whereby a sender can
continue to post unsolicited messages until asked to desist. 14 It imposes
penalties in the form of fines on spamming activities. Meanwhile, it has
also taken other innovative, and some might say, rather strange, but
practical, measures to combat spam including placing a curfew on
spamming activities."
53 In the first Japanese court decision against spammers, a Tokyo company was ordered
to pay a mobile e-mail service, DoCoMo, Y6.57m. See "DoCoMo Wins Spam-Mail
Fight in Tokyo Court" Saigon Times Daily (27 March 2003). See also the following
press articles: Eric Chabrow, "In the Fight Against Spam, A Few Knockouts"
15 August 2005, available at <http://news.yahoo.com/s/cmp/20050816/tc-cmp/
168601425;_ylt-AtvToQkq jhRXmOHvaAugDE4A1MA;_ylu-X3oDMTBiMW04N
W9mBHNYwM1JVRPUCUI>; Mike Musgrove, "AOL Wins Judgment Against
Spammers" Washington Post (11 August 2005), available at <http://www.
washingtonpost.com/wp-dyn/content/article/2005/08/10/AR2005081002017.html>;
Jamie Wilson & Bobbie Johnson, "He Sent 38 Billion Emails and Called Himself the
Spam King. Then Bill Gates Went After Him" The Guardian (11 August 2005),
available at <http://news.bbc.co.uk/2/hi/business/4137352.stm>; "Microsoft in $7m
Spam Settlement" BBC News (10 August 2005), available at <http://news.bbc.co.uk/
2/hi/business/4137352.stm> and "Opening Pandora's Inbox" The Economist Global
Agenda (10 August 2005) <http://www.economist.com/agenda/displayStory.cfm?
storyid-4269099> (accessed 18 August 2005). Such victories are few and far
between and often involve a big corporation with the time and money to investigate
and pursue a case.
54 See the Korea Spam Response Center ("KSRC") website for more information on
South Korea's fight against spam, available at <http://www.spamcop.or.kr/eng/>
(accessed 14 June 2005). The KSRC was established within the Korea Information
Security Agency which is in turn affiliated to the Korean Ministry of Information
and Communication. It was established on 24th January 2003 to receive and handle
civil cases relating to span issues and to carry out anti-span activities by, for
example, organising campaigns, creating anti-spam technology, law and policy and
participating in international co-operative efforts.
55 See "No Spam At Night? South Korea Reveals Anti-Spam Plan" Sophos comments
(22 February 2004), available at <http://www.sophos.com/spaminfo/articles/
spamatnight.html> (accessed 22 June 2005).
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(3) Hong Kong
24 Hong Kong legislators are also in the midst of looking into
drafting anti-spain legislation,6 which they hope will be passed by, and
take effect sometime in, 2006.
25 Attempts to control spain by the US, the EU, Australia, New
Zealand, Canada, Japan and South Korea in recent years as well as the
rapidly increasing number of such legislation being planned and drafted
in a host of other countries, such as Hong Kong and Singapore, evince
and acknowledge the wide-reaching significance of this global epidemic.
Because spam is sent and received internationally and flows fluidly across
jurisdictional borders, the most effective way to control the proliferation
of spare would arguably be through the harmonising effects of
international laws and treaties. So far, national regulations have been
merely patchwork attempts to solve the problem and various solutions
are still being tested and implemented in different countries such that
there is little to no cross-border enforcement of domestic anti-spam laws.
IV. The IDA-AGC proposed legislative framework for the control
of e-mail spam:-5 A critical analysis
26 In 2003, IDA commissioned a survey to understand the nature
and extent of e-mail spam in Singapore. The subject matter of the survey
was "unsolicited e-mails". It was found that almost all e-mail users have
received spam (94%), which accounted in average for almost one out of
56 See the following press articles: "Hong Kong Plans to Enact Anti-spam Law"
Associated Press (13June 2005), available at <http://www.securitypipeline.com/
showArticle.jhtml?articleld-164302447>; "Hong Kong Plans to Enact Anti-spam
Law in 2006 to Combat Junk Faxes, E-mails, Text Messages" Associated Press
(13 June 2005), available at <http://abcnews.go.com/Technology/wireStory?
id-846528&CMP-OTC-RSSFeedsO312> and "Hong Kong Drafting Law Against
SMS Spam" Associated Press (12 June 2005), available at <http://www.cellular-
news.com/story/13120.php> (last visited on 22 June 2005). See also, Dikky Sinn,
"Hong Kong: Law 'No Threat to Free Speech"' South China Morning Post (15 March
2005), available at <http://www.asiamedia.ucla.edu/article.asp?parentid-21777>
(accessed 22 June 2005). From the looks of it, free speech advocates amongst the
fiercely democratic constituents of Hong Kong will likely push for an opt-in regime.
57 The Consultation Paper is available at the AGC website: <http://www.agc.gov.sg>,
under "Publications & Speeches" and at the IDA website: <http://www.ida.gov.sg/
idaweb/pnr/infopage.jsp?infopagecategory-infoecon:pnr&versionid-5&infopageid-
I2883>.
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every three e-mails received per day (33%))) Spam was the greatest
concern amongst those interviewed after the number one concern, which
were computer viruses. A majority of recipients disliked receiving spain
(81%) and felt that it was a perpetuating problem which was on the
increase (69%), probably due to the inexpensive nature of the medium
and the increasingly ingenious methods utilised by spammers to send
unrequested information and to avoid the filtering mechanisms of anti-
spare software (eg through the "harvesting" of e-mail addresses and
through such techniques as "spoofing").6" It was estimated that spare was
costing Singaporean e-mail users as much as $23m each year in
productivity losses.6' Not only does it result in the waste of time and
money, it also perpetrates fraudulent usage (eg phishing scams), illegal
conduct, unethical behaviour (eg the installation spyware) and computer
viruses. It also invades the personal privacy of Internet users and erodes
their trust and confidence in the security of messaging systems in
particular, and in Internet transactions generally, leading to a diminishing
interest in the content of such messages that may otherwise be relevant to
their recipients.
27 The IDA and the AGC conducted a study of the problem and
jointly produced the paper on a Proposed Legislative Framework for the
Control of E-mail Spare on 25 May 2004. It was a sound idea on the part
58 Eg, a recent case of spam e-mail sent to schools and statutory boards was a sales pitch
from a Singapore-based company, Maricar Foundation, selling the service of
registration of mobile phones with a Mobile Phone Secure Database. Because of the
omission of a clear term that there would be an annual fee for the service, the
company may have fallen foul of the Consumer Protection (Fair Trading) Act
(Cap 52A, 2004 Rev Ed) for withholding information from, and thus misleading,
consumers. See Kor Kian Beng, "Questions Over Anti-Phone Theft Service" The New
Paper (10 June 2005) at p 4.
59 Part 2, para 2.3 and n 6 of the Consultation Paper.
60 Part 2, paras 2.8-2.9 of the Consultation Paper.
61 For the full report including bar charts, pie charts and statistical breakdowns as well
as the survey methodology and other information culled from the survey, see the full
IDA survey results available at <http://www.ida.gov.sg/idaweb/factfigure/infopage.
jsp?infopagecategory-factsheet:factfigure&versionid- l&infopageid-12864>
(accessed 22 June 2005). The survey did not even include problems and losses
incurred by businesses, including ISPs, or a study of the worldwide trend. A study
conducted by the United Nations Conference on Trade and Development
("UNCTAD") was cited as estimating that global losses amounts to about US$20bn
(and consists of over 60% of e-mail transmissions worldwide).This was at the point
in time of the study, and the costs and spam have probably increased since then. See
Part 2 para 2.5 of the Consultation Paper. See also, Chan Chao Peh, "A $23m
Nuisance" Today (26 May 2004) at p 2.
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of the task force to take on a "multi-pronged approach"62 to solving the
problem. This is done by combining the use of public education," spam
filtering technology,64  spam control legislation,6? industrial self-
regulation, and international co-operation.6  This holistic and
cumulative approach is more effective and necessary in order for
Singapore to protect and maintain its reputation as an information
technology and commercial hub.
62 A multi-faceted approach is unanimously acknowledged to be the most effective
solution to the problem. For example, see "Commission Calls for Further Action to
Combat Spam" Commission of the European Communities RAPID Press Release
(27January 2004). See also, the Australian Department of Communications,
Information Technology and the Arts website on spare, available at
<http://www.dcita.gov.au/ie/spam-home> (accessed 22 June 2005). It listed its
multi-layered strategies that are "designed to complement and reinforce each other".
Most other government and industry studies and papers also encourage a holistic
solution.
63 The Consultation Paper also contained questions for the consideration of interested
members of the public and invited their views, comments and feedback on the
proposed legislative framework. Several organisations (eg the IDA, AGC, Singapore
Infocomm Technology Federation ("SITE"), Consumer Association of Singapore
("CASE"), Direct Marketing Association of Singapore ("DMA") and the Singapore
Business Federation ("SBF")) and major telecommunication (ISP) providers (eg
Pacific Internet, Singnet and Starhub) have jointly set up an Anti-Spain Resource
Centre website to educate the public. It is available at http://www.antispam.org.sg
(accessed 22 June 2005). A SITE Anti-Spain Forum was conducted on 22 June 2004
and it also offered free trial use of anti-spaie software. CASE and SBF have also
conducted workshops and issued newsletters on the subject. Meanwhile, the
individual user can also access the many websites and resources online dedicated to
combating spare and other problems on the Internet.
64 Eg, by making available, and encouraging the use of, anti-spare software. The
problem of using filtering mechanisms, however, is that they may not be foolproof
and some legitimate messages may be "junked" with real spare. For example, Peter
installs a filtering mechanism in his hotmail account which only accepts messages
from senders in his address book. As such he would still have to comb through his
"junk" mail folder often to check if some e-mails sent from his family, friends or
colleagues (whose addresses are not in his address book) are routed there by default.
65 See Carol Jones, "E-Mail Solicitation: Will Opening a "Spain-Free" Mailbox Ever Be
a Reality?" (2002) 15 Loy Consumer L Rev 69.
66 See the ISPs' Joint Statement on Spam Email, available at
<http://www.antispam.org.sg/joint-statement.html and the DMAS Email Marketing
Guidelines, available at http://www.antispam.org.sg/dmas-guideline.html> (accessed
22 June 2005).
67 Eg, there is information on an international government partnership called
"Operation Secure Your Server" at the US Federal Trade Commission for the
Consumer website, available at <http://www.ftc.gov/bcp/conline/edcams/spam/
secureyourserver/index.htm>. The Directorate for Science, Technology and Industry
of the Organisation for Economic Co-operation and Development ("OECD") also
has a website to encourage international co-operation and the convergence of
policies between governments, regulators and industry players, and is currently
developing an anti-spam toolkit for these purposes. However, there is still no
international convention or treaty to provide for international co-operation in the
form of mutual assistance (eg, in investigations and evidence-taking) or the
recognition and enforcement of foreign anti-spam laws and judgments.
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28 However, despite clear signals from the general public of its
aversion towards, and strong dislike for, spam, the IDA chose not to
follow the EU example to totally prohibit unsolicited messages. Instead, it
took into consideration the economic advantages and commercial
expediency of sending unsolicited messages as well as the "legitimate
interests" of all the parties concerned, including the senders'"68 This led to
an emphasis on balancing, on the one hand, the privacy interests of
Internet users (ie individuals and groups) and the commercial interests of
ISPs; and on the other hand, the commercial interests of online
advertising agents and marketers as well as their employers and
commissioners." Hence the IDA proposal is one which compromises on
competing interests rather than one that takes a strong stance towards
protecting the interest of recipients. This leads to a recommended
legislative model that may not be as forceful or effective as the public
would probably like it to be, as it tolerates a certain measure of spam (as
generally defined).
29 The need for a stand-alone legislation is not in doubt. Although
there is currently some existing legislation that can tackle some of the
problems arising from spamming activities, they are not adequate or
comprehensive. First, they are piecemeal and not specifically tailored to
the problem;" second, they usually address the objectionable content of
information rather than the issue of a lack of consent to the delivery of
information, which we are primarily concerned with when it comes to
spamming activities;' and third, they usually apply to more serious
offences. 72 Hence, the existing law clearly does not cover all the mischief
68 See Part 2, paras 2.11-2.12 of the Consultation Paper. See also, Executive Summary
paras 2-3 and Part 1, paras 1.2-1.3.
69 See Executive Summary para 9 of the Consultation Paper.
70 Eg, a "dictionary harvest attack" launched against an ISP's mail server that degrades
its performance may constitute an offence under s 7 of the Computer Misuse Act
(Cap 50A, 1998 Rev Ed) as a denial- of- service attack. Also, using "zombie networks"
or computer servers taken over or hijacked with the use of worms and Trojan horse
programs for the purpose of transmitting spam may constitute an offence of
unauthorised access to a computer under s 3 of the Act. Spammers have become
more and more sophisticated and without updated laws, they may be able to find
loopholes within the existing law to avoid legal repercussions.
71 Eg, false or misleading advertising or product claims may amount to an unfair
practice under s 4 of the Consumer Protection (Fair Trading) Act, supra n 58, and
the distribution of obscene or objectionable publications may amount to an offence
under s 11 or s 12 of the Undesirable Publications Act (Cap 338, 1998 Rev Ed).
72 Eg, the use of e-mail spam for cheating, conspiracy or other criminal activities may
constitute criminal offences under the Penal Code (Cap 224, 1985 Rev Ed), the
Miscellaneous Offences (Public Order and Nuisance) Act (Cap 184, 1997 Rev Ed)
and other criminal legislations or provisions. Spam can also provide a cause of action
in tort, for example, for negligent misrepresentation or trespass.
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caused by spam. Moreover, it will undeniably be useful to have a clear and
comprehensive anti-spam legislation."
30 Before embarking on a critical evaluation of the IDA proposal on
the type of legislation that Singapore should adopt, we should first
consider the goals that it should aim for, which are:
(a) stating clearly what is not acceptable business practice in
Singapore in relation to advertising or marketing through
electronic means;
(b) preventing Singapore from becoming a safe haven for
spammers and discouraging spammers from attacking Singapore
ISPs and Internet users;
(c) allowing legal action to be taken against spammers based
on clear jurisdictional criteria and policy to ensure its
effectiveness;
(d) maintaining Singapore's reputation as an information
technology and commercial hub with an excellent infrastructure
for the promotion of international information technology best
practices and trends.
The key legislative issues that the IDA task force listed out for
consideration, and on which recommendations were made, are as follows:
(a) The scope and application of the proposed legislation:
What should amount to actionable spare and what is the
definition of span for the purposes of the legislation?
(b) The requirements for the sending of unsolicited
commercial messages: What, if any, are the minimum standards
allowable?
(c) The legal avenues (or actions) available to victims of
spamming activities: Should it be a combination of both civil and
criminal action? Should individuals and groups have an
independent private right of action or should the right of action
73 See Part 3, paras 3.14-3.16 and Annex B of the Consultation Paper.
74 This should also pave the way for international co-operation to fight overseas
sources of sparn from intruding into Singapore users' privacy.
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be limited only to government agencies and members of the
industry (eg ISPs)?
(d) The utility of co-regulation: What features should self-
regulation through codes of practices have and is it effective
enough?
31 They will now be considered in greater detail.
A. Scope and application
32 Electronic messages should be rendered actionable if they are sent
in such a manner that is against public policy.'5 As stated, in making that
determination, the IDA sought a fair balance between, on the one hand,
the interests of senders in freedom of commerce and the free flow of
information and communications; and on the other hand, the interests of
recipients in preserving their right to privacy and user or functional
efficiency. However, that is not easy to accomplish, and currently the most
disputed subject matter in relation to spam control is whether to place
the responsibility for, and power to, determine the ebb and flow of
communications on the sender or the recipient (and what role, if any, a
statutory authority should play). The legal definition of "spam" is also an
integral determinant of the applicable scope and coverage of the
legislation. This in turn determines whether it is a sharp or a blunt
instrument in fighting spam.
(1) The opt-in versus opt-out conundrum
33 For the uninitiated, the requirement that actionable electronic
messages must be "unsolicited" simply means that such messages are
unsought, "not looked for or requested" r". However, in reality, the legal
definition of this very word is at the centre of a global divide between
proponents of what are known as the "opt-in" and the "opt-out" regimes.
Those countries (and in the case of the EU, the region) that take the
former definition accept it to mean that senders who post messages to
75 The general offence may be followed by more specific, delivery method offences (eg
through spoofing, phishing and viruses) or content- oriented offences (eg
pornography, fraud and cheating) which may carry a different set of penalties.
However, some or most of these offences have already been legislated for elsewhere,
particularly content- oriented offences. Hence, a further study may have to be
conducted to avoid duplicity of offences.
76 As defined in The American Heritage Dictionary of Language (Houghton Mifflin
Company, 4th Ed, 2000).
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recipients without their prior permission are doing it "unsolicited" (a
more literal interpretation); whereas those countries that prefer the latter
definition take the position that "unsolicited" should mean that the
recipient did not previously object to the receipt of the message (a more
purposive interpretation).
34 To put it in another way, the opt-in system means that the sender
must have the recipient's permission before sending unsolicited messages,
while the opt-out system allows the sender to send anyone messages until
he is told to stop. The IDA task force recommends the opt-out regime."
The outcome is probably due to the presence of industry representatives
in the committee, lobbying by industry players to protect their
commercial interests (as was the case in the US), the priority given to
practical economic considerations that permeate every government
decision, or a combination of some or all of the above reasons. I shall seek
to rebut the justifications given for selecting an opt-out regime and give
my reasons why I consider an opt-in regime to be preferable, not just
from the point of view of the recipients, but also for the continued
viability of the electronic medium as a trustworthy conduit for
information and an efficient instrument for communication. I will then
suggest, as a more equitable form of compromise, an alternative approach
- the "modified opt-in" concept.
(a) Fallacy 1: The opt-in regime has its share of problems,
particularly legal uncertainty and definitional problems
35 There is no reason why an opt-in regime is more difficult to
define than an opt-out approach. In fact, the countries with anti-spain
legislation that have adopted the opt-in regime had no problems defining
the parameters of what constitute acceptable behaviour and what are
prohibited. There is also no reason why we cannot tailor something to
suit our own needs. The perceived rigidity of the opt-in regime may be
tempered by some slight modifications, for example, by allowing a one-
time concession (the mechanics of which will be considered in greater
detail later). An opt-in system basically comes back to the simple default
principle - in case of doubt, do not spam. In contrast, the opt-out model
requires more complicated rules for compliance (eg minimum
77 See Executive Summary paras 10-11 and Part 5, paras 5.20-5.26 of the Consultation
Paper.
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requirements) and ancillary systems to relieve the burden it places on
recipients (eg do-not-message lists) 78.
(b) Fallacy 2: The opt-in approach stifles e-commerce, while the opt-
out system increases the efficiency of Internet marketing and
legitimate online commercial uses
36 The opt-in regime may not be as onerous for Internet businesses
as it may seem. They can obtain opt-in consent in many ways. For
example, they can do so through advertisement links on popular websites
or package it with subscription to freeware and other commercial
enticements. If the suggestion for a one-time concession is adopted, there
is great potential to draft the message effectively to capture the attention
of the recipient and attract registration for further communications. After
all, advertising and marketing are all about the art of retaining the
interests of the target audience. In contrast, the proliferation of "bad"
spam with its poor reputation results from repeated attempts by the
unsophisticated advertiser or marketer to capture the attention of
recipients by overwhelming them with information to the point of
surrender. Moreover, "bad" spam is rarely effective. It is the rare recipient
who will diligently take the time and effort to opt out, particularly if it
consists of many steps or if it costs money to do so." Recipients also
legitimately fear that by doing so they may alert the sender that they have
78 Do-not-message lists, which may be a necessary companion to the opt-out scheme
(but not the opt-in system), will be difficult and expensive to maintain and enforce.
It also has the greatest adverse effect on legitimate and compliant business, while the
delinquent and recalcitrant ones will continue to flout the rules. Hence, it may not
be the best solution to the problem.
79 Eg, how large is the opt-out clause and how complicated or onerous is the process or
mechanism? From experience, unless specified, the option will be small, like the
current privacy statements, terms of use and other forms of legalese that appear on
websites. It also depends on how strict and specific the code of practice is on
"unsubscribe facilities", if there is one. In any event, it is perverse to make it the
recipients' responsibility not to receive something they did not ask for. It is like
penalising the victim. Moreover does that not defeat the purpose of giving people the
right not to have to open and read or even peruse spam messages in the first place?
On another matter, it may also be asked if people even bother to read spam to notice,
or in order to find, the opt-out clause. I suspect that the majority do not have the
time or the patience to do so. As a writer stated, the problem with the opt-out regime
is that even if a small portion of the (assuming legitimate) billions of businesses
around the globe sent you spam, you would receive so much that it would be
impracticable to spend time and effort replying to each and every sender asking them
to stop. See Troy Rollo, "Opt-in Laws: Spam's Knockout Punch", available at
<http://www.apcmag.com/apc/v3.nsf/0/30B2A453A04F9140CA256E12001EC617>
(accessed 22 June 2005).
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hit a "live" address, which is an invitation for even more spam.° What we
must constantly keep in mind is that the aim of any anti-spam legislation
is not just to balance the private interests of senders (usually businesses)
and recipients (usually consumers) but also to meet the public interest in
reducing the costs of such anti-social behaviour. The trust and confidence
in informational integrity (ie that any communication received is worth
looking at) is more invaluable to the long-term viability of e-commerce
and other forms of Internet usage, such as e-governance.
(c) Fallacy 3: The opt-in regime is not useful since it will be difficult,
if not impossible to enforce'
37 The inference here is that the opt-out method is more realistic
and that the opt-in approach can only mean failure. This is a self-defeatist
attitude to take and relies on false logic. It is already acknowledged that
legislation is part of a multi-level approach to deter and dissuade
spamming, as much as it is meant to provide a tool for punishing
offenders. The fact that more and more countries are adopting the opt-in
method (and indicate that they will adopt it) belies the ineffectiveness of
the opt-in approach. The adoption of the opt-in regime also makes a
policy statement that the government and industry will not tolerate spam.
A positive and forward-looking legislation will also consider the
likelihood of international co-operation and conventions to reinforce the
law and the opt-in approach.82 Moreover, an opt-out system is not
necessarily easier for the government to enforce or for law-abiding
senders to follow (eg deadlines for compliance, update of opt-out lists,
etc), while dishonest senders will continue to find innovative ways to
work around the restrictions and to disobey the law while evading
liability.
80 See Tom Spring, "Spam Law Test: A Year After Congress Enacted The CAN-SPAM
Legislation, Our Tests Show That Unsubscribing From Marketing E-Mail Can Still
Be Hard" PC World Magazine (January 2005 Issue), available at <http://
www.pcworld.com/news/article/0,aid,1 18702,00.asp> (accessed 22 June 2005).
81 Part 5, para 5.24 of the Consultation Paper.
82 The long-term goal should be to diminish the number of safe havens that spammers
can run to for protection in order to continue in their nefarious activities. Once the
problem is isolated, spam will become much easier to filter by anti-spain technology
such as filtering software and blocking lists.
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(d) Fallacy 4: Opt-out legislation has successfully led to a reduction
in spamming activity83
38 The IDA task force based this conclusion upon the result of a
one-month survey commissioned by one ISP. However, it is not clear how
much of the reduction in spamming activities for that month can be
attributed to the opt-out regime as opposed to the whole package of
measures resulting from a multi-pronged approach. Moreover, is a one-
month survey commissioned by a single ISP sufficient evidence upon
which to conclude that the opt-out approach is effective? For every
purported study of the CAN-SPAM Act's effectiveness, there is another
that belies its validity.84 For example, other independently conducted tests
have been reported to show the opposite effect.8 Another example is the
case of Korea where it has been reported that there was an increase in the
amount of spam sent from within the country after the enactment of
anti-spam legislation with an opt-out feature, and that even large and
otherwise reputable organisations were joining in on the action. 6 Not
only does the opt-out approach sanction spamming and appear to
83 Part 5, para 5.25 of the Consultation Paper.
84 See Lily Zhang, supra n 18, at 324; W Parker Baxter, "Has Spam Been Canned?
Consumers, Marketers, and the Making of the Can-Spam Act of 2003" (2004/2005)
8 NYU J Legis & Pub Pol'y 163 at 175-177; Matthew E Shames, supra n 11, at 398;
Adam Mossoff, supra n 11, at 634-640; Dominique-Chantale Alepin, "Opting-Out:
A Technical, Legal and Practical Look at the CAN-Spam Act of 2003" (2004)
28 Colum JL & Arts 41 at 69-70 and Erika Hallace Kikuchi, "Spam in a Box:
Amending CAN-SPAM and Aiming Toward a Global Solution" (2004) 10 Bu J Sci &
Tech L 263 at 288-289. All of the articles, at the relevant pages, cite subsequent
studies and statistics that evidence a rise in the volume of spam after the Act came
into force. This suggests that the Act is ineffectiveness in its currently permutation.
85 See Grant Gross, "Is the CAN-SPAM Law Working?: Only a Small Percentage of
Unsolicited E-Mail Complies with the New Law, Studies Show" IDG News Service
(13 January 2004), available at <http://www.pcworld.com/news/article/
0,aid,114287,00.asp> (accessed 22June 2005). This is attributed partly to the
difficulties in opt-out procedures. The CAN-SPAM Act is also blamed for pre-
empting more stringent State laws which provide for the opt-in requirement,
inadvertently contributing to the rise is spam. See also Grant Gross, "Is CAN-SPAM
Working?: One Year After It Went Into Effect, Many Say the Nation's Anti-Spam
Law is Ineffective" IDG News Service (28 December 2004), available at
<http://www.pcworld.com/news/article/0,aid,1 19058,00.asp> (accessed 22 June
2005) and Siew Kum Hong, "Let's Look at Telemarketing and Junk Fax Laws Too"
Today (26 August 2004) at p 3 (particularly the writer's views on the lack of
effectiveness of opt-out regime in the US's anti-spam legislation).
86 Id at n 86. It was argued that the opt-out approach somehow legitimises spam by
giving the impression that sending unsolicited communications is acceptable so long
as there is no objection to it. This assumed that silence means consent rather than
resignation or indifference.
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endorse it, it also perversely encourages people to fall for the tricks of
spammers wanting to verify "live" addresses.8
(e) The "modified opt-in" approach
39 I mentioned earlier the possibility of a "modified opt-in"
approach (ie featuring a first-time concession) and shall now elaborate
further upon the idea. In order to strongly protect recipients while
striking a fairer balance for the interests of legitimate senders, a
compromise may be reached by allowing senders a one-time solicitation,
which gives recipients the opportunity to opt-in to, but not requiring
them to opt-out of, further communications. It can be analogised to an
invitation to treat under contract law. If it is determined by policy-makers
that perhaps the genuine and good faith online business or commercial
and advertising or marketing community as well as other organisations
should be given the opportunity to reach out to their target audience, and
that recipients should not be denied the opportunity to read these
messages and know of their content, a concession can be to allow a one-
time bulk message to be sent in respect of a particular subject matter.
Subsequent messages relating to the same or similar subject can thereafter
be sent only to recipients who respond by expressly opting in to the same
or similar information from the sender (eg by subscribing to the sender's
mailing list), or by impliedly opting in, such as by making further
inquiries and replying to the message. But in the absence of such
evidence, there is, in effect, by default, an automatic opt-out, which does
not require recipients to respond. The important thing to note here is
that the opt-in must be real and not imputed.
40 It is suggested that the first-time concession may work in the
following way:
(a) It applies across the board to both commercial and non-
commercial messages sent through any electronic
communications medium, and it may be sent in bulk.
(b) It must contain information that does not contain illegal
or offensive content, that is not unlawful, such as of a fraudulent,
87 The counter- argument may be that there are other provisions to punish such
fraudsters. However, prevention is better than cure; moreover, they may be
operating beyond the reach of our prescriptive, adjudicatory or enforcement
jurisdiction.
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misleading or deceptive nature, or that otherwise contravenes any
other laws or regulations.
(c) In relation to subject matter, it can relate generally to a
company or organisation profile or specifically to an event (eg a
sale) and the launch of a product or service; but it does not
extend to minor changes in details such as corporate
restructuring and organisational changes, product modification
and price changes and other changes in information which may
be used as an excuse to resend messages."
It should also satisfy the following requirements:
(a) It is not sent in an untargeted and indiscriminate
manner; for example, it may be sent to a list, compiled from a
source, of recipients that are determined by the sender to have
some interest in the information but not by random hit-and-miss
techniques. The same message can be sent to different groups as
long as there is no more than a de minimis overlap of recipients.
(b) It offers a clear, valid and functional address to which
recipients can send messages to opt in to further messages, or to
opt out of receiving all further messages from the same sender (eg
a company or organisation), and which allows the recipients to
do so in as easy a manner as possible.
41 The above-suggested guidelines do entail a measure of
uncertainty and may require further refinement to engender greater
predictability and clearer guidance to senders. Although there need not be
a central authority to determine to whom the concession applies, such an
authority may be useful, perhaps working closely in consultation with all
industry sectors, to draw up guidelines and to manage compliance in a
non-contentious manner.
42 In relation to subsequent communications, the sender should
bear the burden of proving that the recipient has confirmed permission
for his or her address to be included on its specific mailing list. However,
the onus need not be too heavy. For example, it may just show that it
received a response from the same address it sent a message to, or that it
88 Greater detail and guidance may be required in this regard under the legislation or
its regulations in order to make the rights and obligations clearer to senders.
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received subscription verification from that address," but it need not
show that it was actually from the person who uses that address or that it
was that person who verified subscription.
43 The first-time concession scheme will significantly relieve
ordinary users from constant bombardment of the same or similar
messages while serving to improve their sentiments towards unsolicited
messages, so that they may actually start reading them rather than
deleting them en masse. Second, it will give an opportunity for businesses
and organisations (and other interest groups) to reach out to potential
clients and recruit a loyal base of truly interested subscribers or members
respectively. For example, one way that businesses and advertisers can
retain the interest of consumers is to add links to their websites in the
messages or other forms of contact information such as telephone
numbers or physical addresses for interested recipients to bookmark for
subsequent or future reference. Third, the "modified opt-in" approach
will also not involve the problem of costs that may be incurred by
recipients to opt out of further receipt of communications. For example,
the opt-out method, which requires recipients to make a return call or
SMS reply, may entail costs to the recipients.91 Finally, it will relieve the
load on the ISP servers."
(2) Definition of "spam"
44 As stated earlier, the definition of spam and the requirements for
actionability are very important as they set the parameters of the
legislative coverage, and the degree of control and restriction, over
spamming activities. The definition is also important as it lets the
89 Legitimate messages are sent pursuant to "closed loop opt-in" (also known as
"confirmed opt-in" or "verified opt-in").
90 This will depend on how well they market their product, just like any other means of
advertising and marketing (eg newspapers, websites, posters, billboards, television
and movies).
91 There may be costs to receiving and unsubscribing from spam. For example, ISP
servers and e-mail hosts will have to shoulder higher operational costs for storage,
transmission and computing as well as anti-spare software (in the case of e-mail),
while mobile phone users may have to fork out money to both receive sparn and to
send a reply message to unsubscribe from it.
92 To recap, the difference between this recommended approach and that under the
opt-out system lies with the fact that this can only be sent once, whereas the latter
regime allows the senders to continually and persistently send unwanted messages
until they are told to desist. Also, the latter require the recipients to spend time and
effort to stop the senders' activities whereas in the case of the "modified opt-in"
approach, they are relieved of that burden.
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personalities and entities involved understand their respective legal rights
and obligations.93
45 The IDA task force's proposed definition for "spam" is
"unsolicited commercial e-mail", and what is prohibited is unsolicited
commercial e-mails "sent in bulk" only. 4 In my opinion, this definition is
too specific and narrow even though it has admittedly been used in the
anti-spam legislation in some jurisdictions." I prefer the general
definition of spam to mean "unsolicited electronic messages".6 I shall now
give my reasons for that suggested broader definition.
(a) Unsolicited or solicited
46 The legal definition of this word has already been canvassed
above. If a message is expressly requested, then there is no issue of lack of
consent. But if it is unrequested, the question is whether there was in fact
implied acceptance, but there can be no fictitious (ie imputed or
constructive) acceptance. As recommended earlier, "unsolicited" should
be given its ordinary meaning although a one-time concession scheme
may be put in place through a "modified opt-in" approach.
(b) Electronic and other communications mediums
47 The problem of unsolicited "traditional" paper messages, such as
letters, advertisements, pamphlets and paper flyers which one may receive
in one's mailboxes, through the fax machine or in the streets, are as much
a problem as electronic spam. The only difference is that paper messages
are more controlled as they are cost prohibitive relative to electronic
messages.9 There are also lesser problems of subterfuge and deception of
93 As we have seen, different jurisdictions have implemented legislation to control what
they consider "spam". Each law defines "spam" in different ways and this
consequently affects its scope or coverage and the rights and obligations of the
parties.
94 See Executive Summary paras 5-7 and Part 5, paras 5.2-5.9 of the Consultation
Paper.
95 Eg, the US, Japan and South Korea.
96 It is to be noted that the Australian Spam Act of 2003 refers to "commercial
electronic messages" (unless exempted). Similarly, the Privacy Directive addresses
"electronic communications" as do part of the UK Privacy and Electronic
Communications (EC Directive) Regulations of 2003. New Zealand, Canada and
Hong Kong also appear to be leaning in favour of a more all- encompassing delivery
method-neutral definition.
97 Eg, they are less voluminous and largely geographically limited unlike electronic
communications mediums, which can travel across borders without additional time,
cost and effort.
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the sender's identity as well as other offences more commonly
perpetrated through, and unique to, online transmission such as
"spoofing"' "harvesting" and "dictionary attacks". Hence, the problem that
is (spam" which must be dealt with under this legislation should perhaps
be confined to "electronic" modes of transmissions. Unsolicited non-
electronic or physical forms of messages, or "junk" mail as we commonly
refer them to be, are still not determined to be a problem that cannot be
resolved in other ways or be tolerated in Singapore.
48 As is the nature of any form of technology, the types of
technological abuses evolve just as rapidly. Keeping in mind that spam is
not so much about content as consent to delivery,98 the legislation should
be forward-looking and technologically neutral such that it will apply
beyond the e-mail medium to other forms of messaging systems.9 As
mentioned, these include, for example, direct spamming methods like
mobile phone or cellular spam (through SMS and MMS), messaging
spam (also known as SPIM) and other means of spamming such as
through online newsgroups, Internet telephony and comment links.' In
fact, many of these other messaging and communication systems entail
greater operational and usage costs for the ISPs and their users. A
legislation that transcends the mode of electronic transmission or
technology will serve the purpose of achieving uniformity.1 1 It will also
be versatile and adaptable to new technologies.
49 It is to be noted that some anti-spam legislation already has a
more expansive definition of spam. The Australian Spam Act defines
spam broadly as "commercial electronic message", which covers the range
of electronic messaging media including e-mails, SMS, MMS and IM. The
Privacy Directive and the UK Regulations address "electronic
98 "[S]pam has always been Unsolicited Bulk Email and the spam issue is not about
content, it's solely about delivery method". See "The Spam Definition and
Legalization Game", available at <http://www.spamhaus.org/news.lasso?article-9>
(accessed 22 June 2005).
99 Albeit in a device-neutral approach, since e-mails can now be received in various
forms of devices including the desktop, laptop, tablet, palmtops, Blackberry and
other table-top or handheld devices.
100 These messaging methodologies similarly serve as conduits for the proliferation of
unsolicited communications and to further more serious offences. Hence, they
should also be dealt with as much as e-mail spam and the need for a fully
comprehensive technology-neutral legislation.
101 At the same time, legislation cannot defer entirely to certainty and predictability in
order for it to be dynamic and reactive to constant changes in technology and the
methods by which information can be relayed and abused.
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communications". Initial indications from New Zealand,' 2 Canada and
Hong Kong appear to indicate that they also favour legislation that will
deal with several problems at once. In Hong Kong, for example, the
government is reportedly looking into drafting a comprehensive law that
will not only combat unsolicited e-mails but also junk faxes, unsolicited
SMS messages, pop-up advertisements,' 3 and unsolicited automated
marketing calls.04
(c) Commercial and non-commercial
50 Spam should not refer only to unsolicited electronic commercial
messages. There are a variety of non-commercial messages not falling
within that narrow classification which most people will consider just as
much a nuisance. They include, for example, solicitation of funds for, and
registration, subscription and membership to, political, religious,
charitable and other organisations. '
51 Commercial spammers are now also using innovative tactics to
make the messages they send appear arguably non-commercial.
Moreover, although there may be industrial self-regulation for
commercially motivated messages,10 6 there is no such regulation for non-
commercial messages. First, there are no reasons for doing so (contra
commercial parties which have a vested interest in building consumer
trust and confidence in Internet and e-commerce); and second, there is
little or no engagement between policy-makers and non-commercial
organisations on such operational matters (contra with commercial
102 Paras 43-44 of the New Zealand discussion paper.
103 See Dannielle Cisneros, "Do Not Advertise: The Current Fight Against Unsolicited
Advertisements" (2003) Duke L & Tech Rev 10 and Eun S Bae, "Pop-Up Advertising
Online: Slaying The Hydra" (2003) 29 Rutgers Computer & Tech LJ 139.
104 See "Hong Kong Plans to Enact Anti-Spam Law", 12 June 2005, available at
<http://news.yahoo.com/s/ap/20050612/ap-on hi te/hongkong-spam-crackdown
;_ylt-AozPTuBOolG73RWyGP72EtKsONUE;_ylu-X3oDMTA2NDg4NWRqBHN1Y
wNOYw> (accessed 22 June 2005).
105 Other examples are communications from governmental agencies or statutory
boards, public and private organisations, etc. For some discussion of political e-
mails, see R Jonas Geissler, "Why Robert Redford May Call Your House to Get Your
Vote, But He May Not Send You an Email" (2001) J Online L art 8; Mark Sweet,
"Political E-Mail: Protected Speech or Unwelcome Spam?" (2003) Duke L & Tech
Rev 1 and Seth Grossman, "Keeping Unwanted Donkeys and Elephants Out of Your
Inbox: The Case for Regulating Political Spam" (2004) 19 Berkeley Tech LJ 1533.
106 See Part 5, paras 5.38-5.39 of the Consultation Paper.
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sectors). Hence, there is as much a need to regulate non-commercial
messages as there is for commercial ones.1 0
52 Therefore, all forms of messages, whether commercial or
otherwise, should be prohibited. If it is determined that some types of
messages should be exempted on policy grounds, for example, based on
existing commercial relationships (eg client-supplier) and messages from
the government and charitable organisations, then exemptions from the
rule can be included in the statute. 108
53 As mentioned before, spam regulation is really largely an issue
about consent to delivery rather than about content."09 Looking at it from
that perspective, it is irrelevant whether the message is an advertisement,
a scam, pornography, harassment or even altruistic."0 The general rule is
that it should not be sent to unwilling recipients, that is, where there is no
real consent, whether expressed or implied. If a message is sent
unsolicited and in bulk, then the message is spam, no matter the content.
(3) Sent "in bulk"
54 There should be an actionable offence only when unsolicited
electronic messages are sent "in bulk", a qualifier that is commonly
accepted in all anti-span laws."' In most anti-spam legislation, what is
sent in bulk is determined numerically. For example, in the United States,
in relation to the transmission of e-mails, the offence provisions under
the CAN-SPAM Act applies to the transmission of "multiple commercial
electronic messages" where the term "multiple" means "more than 100
107 The need for regulation in relation to commercial messages is based on the reasons
already canvassed. Moreover, the effectiveness of self-regulatory measures is not
sufficient in and of themselves to deal with the problem effectively as they are
sometimes not strong and often not harmonised (in standards and procedures).
108 See supra n 42 for the Australian example.
109 In the sense that it is sent without consent or permission and/or in the sense that it is
sent in an objectionable manner, such as through the use of false headers or
addresses, hijacking of e-mail addresses (eg by spoofing), etc. See also, supra n 71. Of
course, content can also be a problem but there are already existing laws dealing with
it. See, eg, supra nn 72-73.
110 The type of content may entail legal consequences under other legislation, or if there
are no existing provisions, under secondary provisions in the proposed legislation.
They include, for example, the promotion of illegal or offensive content; the
perpetration of fraudulent, misleading or deceptive conduct or goals; the use and
collection of personal information without permission and sending messages in such
a manner that disguises the originator and that does not offer a valid and functional
address to which recipients can send replies to opt out of receiving further messages
(particularly in the case of an opt-out regime).
111 Part 5, paras 5.10-5.13 of the Consultation Paper.
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electronic mail messages during a 24-hour period, more than 1,000
electronic mail messages during a 30-day period, or more than 10,000
electronic mail messages during a 1-year period"'112
55 The problem with such a test, however, is that although it is very
clear and promotes certainty, it is also very rigid and somewhat arbitrary,
and will allow spammers to get around the numerical equations so as to
avoid the threshold problem."' For example, a spammer in the US may
send 99 messages in a day, 999 in a month and 9,999 in a year from
different sending addresses. They may also sufficiently modify the
contents of the message to re-send to the same recipients as well as to
send essentially the same messages to other recipients while avoiding
cross-identification.
56 I would suggest using a more flexible test. There can be put in
place a combination of factors, which a judge has to consider when
determining whether a message is defacto sent in bulk, but that gives him
the discretion to decide whether it is de jure sent in bulk. The numerical
test can then form one of the factors. Other indicators, which can be
taken into account in determining bulk sending, include:
(a) whether there is any prior relationship or connection
between the sender and the recipient (ie, random or targeted);
(b) whether there are any connections, such as common
interests, and linkages, such as in profession and trade, between
recipients; and
(c) the cumulative effect of all messages sent to various
groups of individuals or organisations and the frequency and
repetitiveness in such sending.
57 These factors will serve to sieve out, for example, intra-
organisational messages, electronic newsletters to subscribers, personal
messages between family, friends and colleagues and other kinds of
112 See §4 of the CAN-SPAM Act, which amends Chapter 47 of Title 18, United States
Code, making it an offence to transmit multiple commercial e-mail messages where
fraud is involved. The other provisions in the CAN-SPAM Act do not require the
transmission of multiple commercial e-mail messages before civil action can be
taken (see §5).
113 This approach can also suffer from technical limitations and will place a heavy
burden on participating ISPs as it requires them to maintain complicated logs of all
received messages during a specified time period (for evidentiary purposes).
17 SAcLJ 747 Proposed Anti-Spam Legislation
messages, mostly non-commercial or personal, which recipients will
generally not be averse to receiving even though they have not been
solicited.
58 Although this suggested test may cause some measure of
uncertainty, it is more reactive as it can plug potential loopholes that
spammers may find and exploit, and generally keep senders on alert as to
their messaging behaviour. At the end of the day, most actionable spam
can be identified and it is not difficult to distinguish "bad" spam from
legitimate correspondences. Moreover, the application and interpretation
of the legislation by the courts through case law coupled with industrial
codes of practices will provide clearer guidelines for senders of
information. It may be almost impossible to find a foolproof method of
assessment, but this flexible factor-based or "indicators approach" will
come sufficiently close enough to cover most, if not all, spamming
activities.
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B. Requirements for sending unsolicited messages
59 The labelling requirement helps recipients identify the nature,
source and content of messages they receive and the non-transference
114 To further strengthen the controls so as to prevent abuse, electronic messages sent
persistently such as to constitute harassment should also form an offence. If a sender
constantly harasses a recipient, then whether or not the content is commercial or
personal, and irrespective of the number and volume of recipients, an offence should
be made out. What would amount to persistency amounting to harassment may also
be left to be determined at the discretion of the courts. Significant factors that should
be considered are the frequency and regularity that a recipient gets messages from
the same sender, irrespective of the electronic mode of delivery, whether the sender
harasses the recipient through other means, whether there is a pre-existing
relationship or lack thereof between the sender and recipient, whether there is
continued sending even after the recipient has rejected the prior messages (and a lack
of response from the sender), the content of the messages (whether same or
different) and evidence of deception in order to induce the recipient to open the
messages. Such an offence may be legislated for. However, it appears that the tort of
harassment has found its way into Singapore law through judicial activism: see
Malcomson Nicholas Hugh Bertram v Naresh Kumar Mehta [2001] 4 SLR 454 (the
judgment of Lee Seiu Kin JC, as he then was). Lee JC gave an expansive definition of
the tort which encompassed the harassment that occurred in the case. He stated that
harassment means 'a course of conduct by a person, whether by words or action,
directly or through third parties, [that is] sufficiently repetitive in nature as would
cause ... [or] which [the perpetrator] ought reasonably to know would cause, worry,
emotional distress or annoyance to another person". Id at 464. It remains to be seen
whether it will evolve to sufficiently cover all types of harassment, whatever the
medium. See also, Tan Keng Feng, "Harassment and Intentional Tort of Negligence"
[2002] Sing JLS 642. The writer states a preference for a statutory approach with civil
and criminal liability over the development of a tort that will be slow and only
provide civil remedies. Id at 646.
Singapore Academy of Law Journal (2005)
proviso gives them a certain degree of control over their personal contact
information such that it is not given, exchanged or sold without their
permission.11 For the reason that they empower Internet users by keeping
them informed, and giving them control, over the use of their personal
data, the requirements should be supported. They will also help identify
potential spam,"6 reduce fraud, deception and confusion and restrict the
unauthorised transfer of personal information.
60 In relation to the labelling requirement, there should preferably
be a standard list of labels categorised according to their subject matter,
produced and revised where necessary, included in the legislation or
under subsidiary legislation such that they are also given the force of law.
This is preferable than leaving them as mere guidelines or
recommendations which may not promote adherence and conformity.
61 However, it should be noted that there are legitimate concerns
that the labelling requirement may fail to deter recalcitrant spammers
while penalising honest senders. Although that may not be sufficient
reason to avoid labelling entirely, as it does advantage recipients, the
solution lies in determining the type of label that is required and in
creating an offence with sufficiently strong punishment for non-
compliance. In relation to the former, for example, requiring labels such
as "ADV" does not necessarily penalise legitimate senders such as those
companies or organisations sending information in accordance with the
first-time concession guidelines. If users intend to delete such messages
anyway, such as by setting up automatic filters or by manual deletion,
then they have expressed the intention not to receive any of such
information, including first-time mailers, which should be their
prerogative to do so.11 As for those companies or organisations that do
not follow the labelling requirements, complaints may be made against
them that can lead to both civil and criminal consequences. This can
serve both as deterrence and punishment for non-compliance.
115 See Executive Summary para 12 and Part 5, paras 5.27-5.29 of the Consultation
Paper.
116 But cf, Joseph P Kendrick, "Recent Development: 'Subject: Adv:' Anti-Spam Laws
Force Emerging Internet Business Advertisers to Wear the Scarlet 'S"' (2003)
7 J Small & Emerging Bus L 563 at 573-576 for another perspective, particularly
from that of small and medium-sized enterprises on the negative side-effects which
may arise from labelling requirements.
117 This is no different in effect from, for example, placing oneself in a do-not-message
list.
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62 Address lists and other forms of identification to which messages
can be sent are valuable business assets. In relation to the non-
transference requirement, it should be made clear under legislation that
there should generally be no trading in lists unless the recipient expressly
or impliedly permits it. The rule should apply irrespective of whether the
opt-in, opt-out or "modified opt-in" regime is to be adopted. There may,
however, be exceptions to this prohibition where appropriate. For
example, it may exclude the practice of commercial entities specifically
employing marketers to compile a list of customers in a legitimate
manner for their use, which is governed by the usual rules of agency,
contract and employment. Exceptions may also be made to allow the sale,
transfer or exchange of such information between companies in a related
field of commercial activities, a principal and its subsidiaries, affiliated or
associated commercial entities, or legal entities in the course of a sale,
transfer or exchange of a business. These should all be done in a
transparent manner and regulated by codes of practices (eg requiring
registration with, and approval from, a regulatory authority).
63 The IDA task force also suggested a list of minimum standards in
the case of an opt-out regime, particularly relating to ensuring the
provision of functional opt-out information, such as language, address
and time requirements.118 These standards should be included in the Act
rather than left to be dealt with more informally under codes of practices,
or worse, as mere guidelines. However, if the opt-in or "modified opt-in"
approach is to be adopted, these minimum standards are less important
to maintain the integrity of the system.
64 It is of interest to note that the Direct Marketing Association of
Singapore ("DMA") is also setting up a Consumer Communications
Preference Programme that will allow e-mail users to register their
preference not to receive unsolicited commercial e-mail."' This will be
necessary as yet another weight to the recipients' scale to relieve the
balance in favour of senders if the opt-out approach is adopted. Again, it
may not be as important to recipients if the opt-in or "modified opt-in"
approach is taken on.
118 Perhaps with some additional protection to off-set the balance that is arguably
weighted in favour of senders by, for example, creating a universal opt-out choice (eg
a do-not-message list) like the approach taken by the US under the CAN-SPAM Act
(although the functionality may be complicated and costly, as noted in supra n 113).
119 Part 3, para 3.10 of the Consultation Paper.
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C. Scope of legal action
(1) Locus standi to bring action
65 The IDA task force recommended that the statutory right for civil
action should be confined only to ISPs. 2° The reason given is that
allowing individuals to sue will be impracticable and will encourage
frivolous litigation. First, that may theoretically be true, but practically,
the likelihood is low that individuals will actually bring an action unless
the spam is especially egregious. Second, making legal actionability
available for all victims is symbolically significant and serves as additional
deterrence to spammers. Third, there may be situations which make it
perfectly sensible to bring an action against a spammer or its procurer;
for example, if it targets a legal entity and causes damage to its
technological infrastructure or system (eg by the introduction of
computer viruses). A worthy cause of action can also arise because an
individual or a legal entity's e-mail address or website is linked to a spare
message and used for fraudulent purposes or for deception (eg phishing
scams).
66 There should not be a distinction between the types of recipients
in order for the general rules against spam to be applied. Recipients may
be individuals or groups and they may be natural persons or legal entities.
They should all have the locus standi to bring action against spammers in
accordance with the law. Aside from individuals, legal entities such as
public agencies and organisations or private companies and businesses
should, a fortiori, be given standing to bring an action. Many of these
legal entities incur costs and loss of productivity due to the influx of
spamming activities as well as the efforts taken to combat them.1"1 Surely
they have a legitimate interest in pursuing legal actions against spammers
120 Part 5, paras 5.30-5.37 of the Consultation Paper. For criticisms of similar
restrictions in the US's CAN-SPAM Act of 2003, see Grant Gross, "Is CAN-SPAM
Working? One Year After it Went Into Effect, Many Say the Nation's Antispam Law
is Ineffective" supra n 85. CAN-SPAM also prohibits individuals or legal entities
from suing spammers, instead allowing only State Attorney-Generals or ISPs to file
civil suits. The hardest hit can be individuals or entities that operate their own mail
servers and receive thousands of spam messages.
121 There is no reason for businesses, for example, not to be given the same protections
as individuals on the basis that they may have better resources to deal with spam or
that they may have a greater interest in the content of the message (if business-
related). In fact, businesses can be even worse hit as they can lose time and money on
filtering software, on loss of productivity and on instituting legal action against
spammers.
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if the grounds are present.1 Valuable assets may be lost that are both
tangible, such as loss of business and other forms of pure economic
losses, and intangible, like the loss of reputation. Surely these are
legitimate bases upon which to base a civil action."'
(2) Civil and criminal liability
67 The IDA task force suggests the enactment of provisions for legal
action for purely civil wrongs. Although criminal offences can be made
out in other legislation (particularly under the Penal Code,' they are
disparate and mainly content-based. Provisions should be made for
certain specific offences including forms of delivery method abuses and
other types of computer misuse related to spamming activities.1" For
example, more serious offences such as the abuse of technological
delivery methods (eg the sending of electronic messages through the use
of dictionary attacks or address harvesting) and the sending of offensive
contents (eg unsolicited electronic messages sent for fraudulent purposes
and to deceive or to otherwise confuse) should lead to direr legal
122 See Erin Elizabeth Marks, supra n 10, Michael L Rustadat, "Punitive Damages in
Cyberspace: Where in the World is the Consumer?" (2004) 7 Chap L Rev 39 at 73
and Dominique-Chantale Alepin, supra n 85, at 62-64. All these writers are
proponents of this position. Some State laws in the US also allow individual action,
including Delaware and California.
123 This should be over and above existing recourse that may already be available to
them under existing legislation. Both legal (eg damages) and equitable (eg
injunctions and specific performance) remedies can be useful depending on the facts
and circumstances of each case.
124 Cap 224, 1985 Rev Ed.
125 Eg, in the US, the CAN-SPAM Act includes criminal penalties such as heavy fines
(up to US$250 per e-mail spam with a cap of US$6m for aggravated violations) and
imprisonment (up to a maximum of five years), for some common spamming
practices. These include hacking into someone else's computer to send spam and
using open relays to send deceptive spam. It is already noted that anti-spam laws are
also enacted in most States (which co-exist with the CAN-SPAM Act, where not pre-
empted). The State of Virginia had enacted on 29 April 2003 (with effect from 1 July
2003) the toughest anti-spam legislation in the country to date. It imposes harsh
felony penalties (the first to do so) for the use of deceptive means to send spam to
computer users. For example, spammers who send unsolicited bulk e-mail to or
from Virginia with a false return address or through stolen open proxies face
criminal penalties, which include heavy fines and imprisonment (up to a maximum
of five years). The legislation also empowers officials to seize the assets of those
convicted of sending deceptive bulk e-mail. The first-ever conviction came on
3 November 2004 against a brother-sister spam team, Jeremy Jaynes and Jessica
DeGroot who were likened to "snake oil salesm[e]n in a new format" by the
prosecutor. The case is currently on appeal on constitutionality grounds (although
the anti-spam felony provisions were earlier upheld as constitutional by the
Loudoun County Circuit Judge Thomas D Home on 13 August 2004). See the news
reports, available at <http://www.cbsnews.com/stories/2005/04/08/tech/main686866.
shtml> and <http://www.msnbc.msn.com/id/7432555> (accessed 22 June 2005).
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consequences. Such offences should apply not only to such acts
perpetrated through e-mail,1 6 SMS, MMS and IM, 1' but also through
other forms of information technology. There may also arise in the future
subsequent generations of communications technology that may require
specific provisions in order for them to be dealt with adequately.'
28
(3) Primary and secondary offenders
68 If the sender is in a position of employment or commissioned to
span on behalf of another party at that party's request, then irrespective
of whether the first party was an agent or independent contractor, an
offence is also committed by that other party.121 In such cases, the
situation is similar to there being a common intention or conspiracy to
commit the offence. Similarly, a party that aids and abets the commission
of a spam should also be considered as having committed the substantive
126 The most infamous example of e-mail spam is the Nigerian e-mail spam scam, better
known as the Nigerian Advance Fee Fraud. A good resource site for more
information on the Nigerian e-mail spam scam is available at <http://www.crimes-
of-persuasion.com/Crimes/Business/nigerian.htm> (accessed 22 June 2005). See
also, ME Kabay, "Chain E-mail Pyramid Fraud" Network World (23 April 2001),
available at <http://www.itworld.com/Man/2695/NWWO1042300680235/> and
Dulue Mbachu, "As Nigerian Police Crack Down on E-Scams, the Spammers Keep
on Coming" Technology Review (8 August 2005), available at <http://
www.technologyreview.com/articles/05/08/ap/ap-2080805.asp?trk-top> (accessed
18 August 2005).
127 See Lee Sze Chin, "Technology in Focus: Mobile Spam to Scam" ENAT Associate
Consultant (9 March 2004), available at <http://www.ida.gov.sg/idaweb/techdev/
infopage.jsp?infopagecategory 11 :techdev&versionid 1&infopageid-12712>
(accessed 22 June 2005).
128 Content-based criminal activities using spam can remain largely under the purview
of the existing criminal legislation and provisions, particularly where the mode of
delivery is relevant only in relation to issues of evidence. They can range from
inciting violence and pornography to subversion and racism. For example, see
"Hong Kong: Websites Under Attack for Pushing Independence" South China
Morning Post (7 February 2005), available at <http://www.asiamedia.ucla.edu/
article.asp?parentid-20474>; "Germany: German Internet Users Hit by Racism
Spam" Taipei Times (11 June 2004), available at<http://www.asiamedia.ucla.edu/
article.asp?parentid 11950> and Robert MacMillan, "Gotterspammerung"
Washington Post (16 May 2005), available at <http://www.washingtonpost.com/wp-
dyn/content/article/2005/05/16/AR2005051600490.html> (accessed 22 June 2005).
On the other hand, bringing all spam-related offences under one legislation will
relieve confusion and make the legislation user-friendly and more comprehensive
(thereby also strengthening the public education prong). It may, however, lead to
duplication.
129 Part 5, paras 5.17-5.19 of the Consultation Paper.
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offence and be liable for punishment.13 These offences should also carry
the same punishment as that which the perpetrator of the act faces (eg see
the relevant provisions of the Penal Code. There is nothing radical here
and the anti-spam laws in the US and Australia, for example, contain such
provisions extending liability to primary and secondary parties that may
not have done the act but are considered just as culpable, if not more so."'
(4) Computation of quantum
69 For fines, a Schedule can be drawn up as part of the Act listing
the amount per violation for each type of violation. The amount can
differ according to the degree of seriousness of the offence. The
draftsman should also work out a way, perhaps through a formula, to also
factor in the amount of pure economic losses that may be suffered by
recipients and particularly by ISPs. Punitive damages should also be
allowed in particular cases, such as for recalcitrant or repeat offenders.
When drafting such a Schedule, the type of punishment should be
sufficiently strong for deterrent effect. As for non-pecuniary punishment
for certain offences, they will have to be worked in to the relevant
provisions.
D. The utility of industry self-regulation
70 Industry regulations should establish complementary codes of
practices as a parallel mechanism to legislative regulation (ie in effect
there is co-regulation). It is to be noted that the major ISPs in Singapore
have set up anti-spam guidelines and the DMA have also launched an e-
mail marketing code of practice as part of its efforts to promote self-
regulation.
130 Chapter V of the Penal Code (Cap 224, 1985 Rev Ed) is instructive. In particular,
s 107 describes "abetment" as instigating, conspiring with or intentionally aiding the
primary perpetrator. It is of interest to note that s 108A provides further that a
person abets an offence within the meaning of the Code "who, in Singapore, abets
the commission of any act without and beyond Singapore which would constitute an
offence if committed in Singapore".
131 See §6 of the US CAN-SPAM Act and ss 16(9), 17(5), 18(6) and 20(5) of the
Australian Spam Act 2003 respectively.
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V. The need for international co-operation
71 Because the Internet is a borderless medium with worldwide
reach,' 2 the most effective way to combat spam should manifest itself
similarly; that is, through international regulation, transnational co-
operative arrangements and multilateral conventions or treaties. An
internationally unified approach to curbing spam will be more effective
than a motley collection of differing national solutions. There is clearly a
need for a cohesive and harmonised international approach in order for
the war against spam to truly succeed.
72 Now that there is a sufficient body of national legislation and
some experience in the drafting and implementation of anti-span laws,
the time is ripe for consolidation and for interested countries to move
beyond cross-border discussions, action plans and one-off or "soft"
arrangements towards creating a series of international agreements that
will form a consistent network of executive co-operative arrangements
relating to investigations, the collection of evidence and mutual
enforcement. However, for it to work most effectively, there must be
consensus on the most important features of anti-spam legislation,
particularly in relation to the issues considered above.
73 Thus far, as noted, only the EU appears to have some form of
cohesive strategy and a regional legislative act in place to combat spam.
Article 40 of the Privacy Directive explicitly states that "[t]he single
market requires a harmonised approach to ensure simple, Community-
wide rules for businesses and users".
A. Mutual legal assistance initiatives
74 There are now regional joint efforts to fight spam, both legal and
non-legal. For example, the EU, which already has several Community-
wide Directives that address the problem, has also reached agreement
132 Eg, in the majority of circumstances, the sender and recipient are in different
jurisdictions. Even if both the sender and recipient are located within the same
country, the spam will most likely be routed through a server located in another
country. The result is confusion as to which law can and should apply as well as how
it may be enforced.
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with Asian countries on joint efforts to fight the proliferation of spam.33
Meanwhile, the anti-spam enforcement authorities in 13 European
countries have already agreed to share information and pursue
complaints across borders in order to facilitate the investigation,
identification and prosecution of spammers operating in Europe.14 More
countries are expected to join the initiative and the Information Society
and Media Commissioner has stated that it is their aim to also embark on
co-operative efforts with third countries bilaterally, regionally and
internationally.
75 Good work is also done through international fora like the
Organisation for Economic Co-operation and Development, the Asia-
Pacific Economic Cooperation, the International Telecommunication
Union, the World Summit on the Information Society and the United
Nations Working Group on Internet Governance."' Discussions will be
more effective if they involve the participation of different agencies and
industries from both the public and private sectors. For example,
representatives from 15 countries, including interested parties such as
private representatives and public enforcement agencies, gathered at a
meeting in London in October 2004, which resulted in the London
Action Plan on International Spam Enforcement Co-operation. 16 There is
also an international government partnership, called "Operation Secure
133 Note that the governments of the 25 European and 13 Asian members of the Asia-
Europe ("ASEM") Conference on eCommerce, held in London on 21-22 February
2005 agreed to embark on a joint effort to combat spam e-mails. In a joint statement
on international anti-spam co-operation, the member countries agree to take the
necessary action to fight spam domestically as well as to promote anti-spam efforts
in international organisations and by private sector industries. See "EU/ASIA: Joint
Initiative to Fight Spam" European Report, Europe Information Service, 26 February
2005.
134 They are Austria, Belgium, Cyprus, the Czech Republic, Denmark, France, Greece,
Ireland, Italy, Lithuania, Malta, the Netherlands and Spain.
135 See "EU Countries Unite Against 'Spam"' EUObserver.com, 7 February 2005 and
"Telecommunications: EU to Crank Up Fight Against Spam" European Report,
Europe Information Service, 9 February 2005. The Directorate for Science,
Technology and Industry of the OECD has a website encouraging international co-
operation and the convergence of policies between governments, regulators and
industry players. It is available at <http://www.oecd.org/department/
0,2688,en_2649_22555297 1 1 1 1 1,00.html> (accessed 22 June 2005). The
OECD task force is also currently developing an anti-spam toolkit for these
purposes.
136 The main goal of the meeting was to develop ways to improve international co-
operation in dealing with span-related problems and to generally enhance
communication among the relevant agencies that will be involved in the fight against
spam.
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Your Server", at the US Federal Trade Commission for the Consumer
website. 13
B. Jurisdiction and recognition and enforcement treaties
76 It is also important to have an international agreement on
jurisdiction and on the recognition and enforcement of anti-spam laws so
as to give effect to extra-territorial jurisdiction and the enforceability of
such laws, which is especially significant given the borderless nature of
spam. We need to ensure that there is no safe haven for individual
spammers to work out of, and for large legal spam operators to outsource
their work to, in order to avoid adverse legal consequences for their
activities. It should also serve to harmonise the worldwide approach to
anti-spam laws.
77 Hence, any international initiative to fight spam must also
contain clear jurisdictional rules and a robust mutual enforcement
mechanism to establish clearly the application of the network of national
laws and to ensure its maximum enforceability worldwide.' For example,
if Singapore is looking to apply its anti-spain legislation to spare
originating from or received in the country, " it will require the co-
operation of foreign governments to be fully effective.
C. Non-governmental coalitions and self-help groups
78 There are many other forms of multilateral co-operation such as
the Internet Engineering Task Force, the International Consumer
Protection and Enforcement Network, the Anti-Spain Technical Alliance,
the Messaging Anti-Abuse Working Group and other private associations.
137 Available at <http://www.ftc.gov/bcp/conline/edcams/spam/secureyourserver/
index.htm> (accessed 22 June 2005).
138 Because of the random and borderless nature of spamming activities, they should be
subject to the most generous prescriptive and adjudicatory jurisdictional rules. There
should also be strong mutual co-operative initiatives between countries for the
mutual recognition and enforcement of their anti-spam laws.
139 Part 5, paras 5.14-5.16 of the Consultation Paper. This is a start, as the proposed
legislation will have some (albeit limited) extra-territorial reach. However, in the
context of an international convention with its co-operative elements, perhaps
jurisdiction could also be extended using other determinants such as whether spam
is routed through servers in the country in question and the residency of the
spammer and the victim. This is because in such a context there is greater likelihood
of real enforceability in a foreign jurisdiction, which will diminish the spammers'
freedom of activity. These issues must be looked at in greater detail and with deeper
consideration than is possible in this paper.
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Online, we also have the Coalition Against Unsolicited Commercial Email
(iCAUCE) 140 and the Spamhaus Project. 141
79 These are just some of the more prominent non-governmental
organisations formed by a worldwide network of interest groups that are
fighting the cause against spam proliferation. They lobby for legislative
and other changes and educate the public on the current trends. If a
motley group of interested individuals and groups from diverse areas of
the globe can find the will and means to join together for such a cause,
government policy-makers and law-makers should certainly be motivated
to do the same.
VI. Conclusion
80 As one of the most connected cities in the world and with an
economy focused strongly on the information technology sector,
Singapore has the opportunity to prove itself as a leader in every aspect of
information technology and its uses (eg e-commerce and e-governance)
including advancing current and forward-looking information
technology law. With ever increasing Internet accessibility and mobile
phone usage by Singaporeans, the potential avenues for computer and
cellular span also increases concomitantly, and the problem is only likely
to exacerbate if it is not dealt with swiftly and decisively.
81 Also, with the information glut that follows from the
introduction of the Internet, concerns include ensuring that information
produced and circulated online is accurate and that the right information
is presented to the right person (so as to minimise time and effort in
searching). Information technology can be a blessing if it is used in the
right way, but it can be a bane if it is misused. Hence, a good system of
control, particularly through the law, is essential to the survival of the
Internet and the integrity of information systems. Spammers are getting
more and more sophisticated and better and better at finding and
exploiting loopholes in the law. They are also seeking new types of "push
technology" in order to advance their agenda. They must be deterred
from continuing to abuse the system.
140 See <http://www.cauce.org> (accessed 22 June 2005). CAUCE even has regional
groupings and country affiliates in the European Union, Canada, Australia and
India, just to name a few.
141 See <http://www.spamhaus.org/> (accessed 22 June 2005).
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82 For anti-spam law to really work effectively, the strongest
antidote should be applied to the disease. That should translate into laws
that recognise the right of individuals and entities to privacy and the
ultimate control of what type of information they receive. The law should
also be current and even forward-looking. Hence a comprehensive anti-
spain legislation must not only tackle e-mail commercial spam but all
permutations and types of electronic message spam, whatever the delivery
method and content. By nurturing users' trust and confidence in
information technology, the long-term effect of that trust and confidence
on the system and information integrity of such technology can only be
beneficial to everybody, including those whose interest is in optimising
informational reach. We should create a "virtuous cycle" rather than
remain in a "vicious cycle". In the meantime, work must also continue
concurrently in the international arena to further strengthen the global
reach, implementation and enforcement of anti-spain laws.
83 It may be too idealistic to expect a "spamless" Singapore, much
less a "spamless" world. But it is within the realm of possibility that we
can create one that has less spain. To do so, we need strong domestic and
international laws as components of a holistic multi-pronged approach to
the problem.14
VII. Postscript
84 Since the paper has been written, the IDA and AGC have jointly
released a Second Consultation Paper for a Proposed Legislative
143Framework for the Control of E-mail Spam on 12 September 2005.
More significantly, it includes the draft of the Spam Control Bill 2005 as
an Annex to the Paper. The two major changes since the First
142 We must give a clear message to all the "Spam-I-am" out in the world that "[we] do
not like [them] here or there[, we] would not like [them] anywhere." See for interest
the parody of Dr Seuss' Green Eggs and Ham by an anonymous contributor, available
at <http://www.seuss.org/seuss/spam.i.am.html> (accessed 22 June 2005).
143 The IDA-AGC Second Consultation Paper on the Proposed Spam Control Bill is
available at the IDA website at <http://www.ida.gov.sg> under "Policy &
Regulation", "Papers", "Consultation Papers". See also, "IDA & AGC Seek Second
Round Views on Proposed Spam Control Bill for Singapore" IDA Press Release
(12 September 2005), available at <http://www.ida.gov.sg/idaweb/marketing/
infopage.jsp?infopagecategory-&infopageid-13593&versionid-2> (accessed
20 September 2005).
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Consultation Paper are the inclusion of mobile phone or cellular spam,
and the locus standi for companies and individuals to sue spammers.
These are positive responses and are in line with some of the proposals in
the paper. The quantity requirement for unsolicited messages to be
considered spam is defined under the new draft paper. Spam is also
charged at $25 per spam up to a ceiling of $lm, which is quite a strong
deterrent measure. However, the main criticism of the "opt-out"
approach to spam control remains in the proposed regime. 14i The Spam
Control Bill will become law after public feedback to the Second
Consultation Paper, further review of the Bill, and passage of the Bill
through Parliament. It is anticipated to happen within the first quarter of
2006.146 Meanwhile, yet another "second generation" spam has made the
news as what is now identified as "splog'; which refers to span blogs.
141
The parasite lives, and it is mutating.
144 Hui Kai-Lung & Ivan Png, "Do Not Call" The Straits Times (19 September 2005) at
p 18. The writers recommended that the Spam Control Bill further expand its
coverage to telemarketing practices and the setting up of a "do not call" list to be
administered and enforced by a government authority, citing the problems with
unsolicited commercial calls and the positive experiences in the US with a centralised
FTC established "do not call" list.
145 See Hellen Tan, "Spam Under Control?" ST Digital Life (20 September 2005) at p 2;
and Hellen Tan, "Will It Turn Out to be a 'Can-Spam Law'?" ST Digital Life
(20 September 2005) at p 6. The writer quoted the concerns of the CASE Executive
Director, Mr Seah Seng Choon, particularly with respect to the lack of individual
self-determination and recourse, citing the "opt-out" method, the lack of a
centralised "do-not-call" registry and the absence of class action suits.
146 See Chua Hian Hou, "Anti-Spam Law to Cover Cellphones Too" The Straits Times
(13 September 2005) at p H2; Dominique Loh, "Proposed Spam Control Bill To
Cover Commercial Mobile Phone Messages" Channel NewsAsia (12 September
2005), available at <http://www.channelnewsasia.com/stories/singaporelocalnews/
view/167903/1/.html> (accessed 20 September 2005); and "Spam Victims May Get
To Sue For Damages Under Proposed Legislation" Bernama (12 September 2005),
available at <http://www.bernama.com/bernama/v3/news-lite.php?id-154985>
(accessed 20 September 2005).
147 Joey Alarilla, "'Splogging' polluting blogosphere with spam, expert warns" INQ7.net,
available at <http://news.inq7.net/infotech/index.php?index-l&story-id-49661>
(accessed 20 September 2005).
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